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Chapter 1 Product Introduction

Congratulations on your purchasing of the Web Smart Ethernet Switch. Before you install
and use this product, please read this manual carefully for full exploiting the functions of
this product,

1.1 Product Overview

This is a new generation designed for high security and high performance network the
second layer Switch. Provides twenty-four 10/100/1000Mbps self-adaption RJ-45 port,
and two 100/1000Mbps SFP optical ports, all ports support wire-speed forwarding, can
provide you with larger network flexibility. Support VLAN ACL based on port, easily
implement network monitoring, traffic regulation, priority tag and traffic control. Support
traditional STP/RSTP/MSTP 2 link protection technology; greatly improve the ability of
fault tolerance, redundancy backup to ensure the stable operation of the network. Support
ACL control based on the time, easy control the access time accurately. Support 802.1x
authentication based on the port and MAC, easily set user access. Perfect QOS strategy
and plenty of VLAN function, easy to maintenance and management, meet the networking
and access requirements of small and medium-sized enterprises, intelligent village, hotel,
office network and campus network.

This Switch 24 ports support POE power supply function, support IEEE802.3at standard,
802.3af downward compatibility, power supply equipment for Ethernet, can automatically
detect identification standard of electrical equipment, and through the cable for the power

supply.

1.2 Features

» Comply with IEEE 802.3i, IEEE 802.3u, IEEE802.3x, IEEE802.3ab, IEEE802.1q,
IEEE802.1p standards
» Supports IEEE802.3af, IEEE802.3at standards

»  Supports PoE power up to 30W for each PoE port, all power up to 380W

» Supports manage the POE port, support POE port power on/off and port output
power restriction

» Support Web interface management

» 24 x10/100/1000Mbps Auto MDI/MDI-X Ethernet port,Support ports Auto MDI/MDIX

» 8K entry MAC address table of the Switch with auto-learning and auto-aging

» Supports IEEE802.3x flow control for Full-duplex Mode and backpressure for
Half-duplex Mode

» supports QoS (quality of service), port mirror, Link aggregation protocol

» Support packet length 9216Bytes jumbo frame packet forwarding at wire speed

» LED indicators for monitoring PSE, Link / Activity/Speed
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1.3 External Component Description

1.3.1 Front Panel

The front panel of the Switch consists of 24 x 10/100/1000Mbps RJ-45 ports, 2 x
1000Mbps SFP ports, 1 x CONSOLE port, 1 x RESET button and a series of LED
indicators as shown as below.

10/100/1000Mbps RJ-45 ports (1~24):
Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or 1000Mbps.
Each has a corresponding 10/100/1000Mbps LED.

SFP ports (SFP1, SFP2):
Designed to install the SFP module and connect to the device with a bandwidth of
1000Mbps. Each has a corresponding 1000Mbps LED.

CONSOLE port (CONSOLE):
Designed to connect with the serial port of a computer or terminal for monitoring and
configuring the Switch.

RESET button (RESET):
Keep the device powered on and press down the button for about 5 seconds. The system
restores the factory default settings.

LED indicators:
The LED Indicators will allow you to monitor, diagnose and troubleshoot any potential
problem with the Switch, connection or attached devices.

24 Ports 10/100/1000Mbps+2 SFP Managed PoE Ethernet Switch
PWR [@

SFP2
LINK/ACT/SPEED O O O Q
2 2 2

[2] 6 0 2 a8 it 18
PoE
SFP1

LINK/ACT/SPEED © (@]
5 9 1 7 2

1 13
PoE []

The following chart shows the LED indicators of the Switch along with explanation of each
indicator.

On Power On
PWR Red
Off Power Off
LINK/ACT Orange On A device is connected to the port
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/SPEED (10/100Mbps) Co
Off A device is disconnected to the port
(1~24)
Green
(1000Mbps) Flashing Sending or receiving data
On A device is connected to the port
LINK/ACT
/SPEED Green Off A device is disconnected to the port
(SFP1,2)
Flashing Sending or receiving data
on A Powered Device is connected to the
port, which supply power successfully.
PoE No Powered Device connected to the
(1~24) Yellow Off port, or no power is supplied according to
the power limits of the port.
) The PoE power circuit may be in short or
Flashing
the power current may be overloaded.

1.3.2 Rear Panel

The rear panel of the Switch contains AC power connector and one marker shown as
below.

AC Power Connector:
Power is supplied through an external AC power adapter. It supports AC 100~240V,
50/60Hz.

Grounding Terminal:
The Switch already comes with Lightning Protection Mechanism. You can also ground
the Switch through the PE (Protecting Earth) cable of AC cord or with Ground Cable.

1.4 Environment

Operating Temperature: 0°C~45C

Storage Temperature: -40°C~70°C

Operating Humidity: 10%~90% non-condensing
Storage humidity: 5%~90% non-condensing

YV V V V
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1.5 Package Contents

Before installing the Switch, make sure that the following the "packing list" listed OK. If any

part is lost and damaged, please contact your local agent immediately. In addition, make
sure that you have the tools install switches and cables by your hands.

>

>
>
>

One PoE Managed Ethernet Switch
Four rubber feet, two mounting ears and eights screws
One AC power cord

One User Manual
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Chapter 2 Installing and Connecting the Switch

This part describes how to install your Web Smart Ethernet Switch and make connections
to it. Please read the following topics and perform the procedures in the order being
presented.

2.1 Installation

Please follow the following instructions in avoid of incorrect installation causing device
damage and security threat.

>
>

Put the Switch on stable place or desktop in case of falling damage.

Make sure the Switch works in the proper AC input range and matches the voltage
labeled on the Switch.

To keep the Switch free from lightning, do not open the Switch’s shell even in power
failure.

Make sure that there is proper heat dissipation from and adequate ventilation around
the Switch.

Make sure the cabinet to enough back up the weight of the Switch and its
accessories.

2.1.1 Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when installing
the Switch on a desktop, please attach these cushioning rubber feet provided on the
bottom at each corner of the Switch in case of the external vibration. Allow adequate
space for ventilation between the device and the objects around it.

TR [ Busaenerc e 2 R o f R
t \\\ . = ahs Sy — — s \
- g 5 :

e R =
: fES =

B
par——

Figure 4 - Desktop Installation
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2.1.2 Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be placed
in a wiring closet with other equipment. To install the Switch, please follow these steps:

a. attach the mounting brackets on the Switch’s side panels (one on each side) and
secure them with the screws provided.

Figure 5 - Bracket Installation

b. use the screws provided with the equipment rack to mount the Switch on the rack and
tighten it.

Figure 6 - Rack Installation

2.1.3 Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal high-performance power
supply. Please follow the next tips to connect:

AC Electrical Outlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet or
multifunctional computer professional receptacle. Please make sure to connect the metal
ground connector to the grounding source on the outlet.

AC Power Cord Connection:
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Connect the AC power connector in the back panel of the Switch to external receptacle
with the included power cord, and check the power indicator is ON or not. When it is ON, it
indicates the power connection is OK.

2.2 Connect Computer (NIC) to the Switch

Please insert the NIC into the computer, after installing network card driver, please
connect one end of the twisted pair to RJ-45 jack of your computer, the other end will be
connected to any RJ-45 port of the Switch, the distance between Switch and computer is
around 100 meters. Once the connection is OK and the devices are power on normally,
the LINK/ACT/Speed status indicator lights corresponding ports of the Switch.

10
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Chapter 3 How to Login the Switch

3.1 How to Login the Switch

As the Switch provides Web-based management login, you can configure your computer’s
IP address manually to log on to the Switch. The default settings of the Switch are shown
below.

Parameter Default Value
Default IP address 192.168.2.1
Default Username admin

Default Password admin

You can log on to the configuration window of the Switch through following steps:

1. Connect the Switch with the computer NIC interface.

2. Power on the Switch.

3. Check whether the IP address of the computer is within this network segment:
192.168.2.xxx (“xxx” ranges 2~254), for example, 192.168.2.100.

4. Open the browser, and enter http://192.168.2.1 and then press “Enter”. The Switch
login window appears, the following picture:

Welcome To Web Smart Management System

& USER LOGIN

Please input user name and passwoard !
User Hame:
Password:

Language: En.glish r

LOGIN

5. Enter the user name and password (factory default user name admin, password for
admin) and can choose the English interface, and then click "login", you can log in to
the following switch configuration window.

11


http://192.168.2.1

3onedata

Make network communication more reliable

PS5026G-2GS-24PoE User Manual

LM L

username: admin

Home VLAN setting H Other settings ]
B auickly St VLAN setting
» PORT (m] | VLAN ID ‘ VLAN name | VLAN IP address ‘ port | operation ‘
» VLAN
» FaultSafety % VLANDOO1 192.168.2.1/24 1-26 74
» PoE © newVLAN @ delete selected VLAN first page prevpage [1] nextpage last pagDMpage
» MSTP
Trunk settings
» DHCP RELAY
» QoS O port name port description Native Vian Allowing Vian operation
» Addr Table @ new Trunk port @ delete selected Trunk port first page prevpage [1] nextpage Iast pagel:lmpage
» SNMP
» SYSTEM

12
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Chapter 4 Switch Confiquration

This Switch Managed switch software provides rich layer 2 functionality for switches in
your networks. This chapter describes how to use Web-based management
interface(Web Ul) to this switch configure managed switch software features.

In the Web UI, the left column shows the configuration menu. Above you can see the
information for switch system, such as memory. The middle shows the switch’s current
link status. Green squares indicate the port link is up, while gray squares indicate the port
link is down. The rest of the screen area displays the configuration settings.

1k 1| | - T "y A “'-M‘ g
- ﬁl H Current username: admin $,@- ]

B Home

CPU: 19% Available memory:34MB Available Flash: 0.29MB
B Quiciy Set - ] 1 [ ]

PORT
VLAN
Fault/Safety
PoE

MSTP 2 4 6 8 10 12 14 16 18 20 22 24
DHCP RELAY
Qos 3 5 9 111315 171921 23
Addr Table
SNmMP
SYSTEM

v v VY wwYTVvTVYTwTVwy

Crion oo e W B0

Port information Equipment configuration Port Statistics

key :Ix{gu( port mumber or port descriptis query ¥ Realtime refresh rate

Porti ot i ipti Input flow(Bps) Output flow(Bps) open state status vian trunk port
Gion 0.00K 0.00K on * Disconnect 1 MO
Gio2 0.00K 0.00K ON * Disconnect 1 NO
Giz 0.00K 0.00K on % Disconnect 1 NO
Gi a4 0.00K 0.00K on * pisconnect 1 MO
GiQ/s 0.00K 0.00K ON X Disconnect 1 NO
Gi 06 0.00K 0.00K on % Disconnect 1 NO
G 0.00K 0.00K on % pisconnect 1 MO
Gi /g 0.00K 0.00K on % Disconnect 1 NO
Gi /g 0.00K 0.00K on ¥ Disconnect 1 MO
Gi Mo 70338K 466.68K on . Connect 1 NO

firstpage prevpage [1][2)[3] nexipage lastpage 1 |12page

4.1 Quickly Set

In the navigation bar to select "Quickly Set", can create a VLAN in this module, add the
port in the VLAN, set the basic information and modify the switch login password as
shown.

13
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— W MNWEr |, T

Curren| t username: admin )

/g_Hﬂm — | VLAN setting | ‘ Other settings

\\\?, Quickly Set /) I VLAN setting

*» PORT VLAN ID VLAN name VLAN IP address port operation
» VLAN

» Fault/Safety
» PoE @ new VLAN @ delete selected VLAN firstpage prevpage [1] nextpage lastpage1 /1page
> MSTP

» DHCP RELAY
» QOS port name port description Native Vian Allawing Vian operation

1 WLANO001 1921682 1/24 1-26

I Trunk settings

» Addr Table & new Trunkport @ delete selected Trunk port firstpage prev page [1] nextpage lastpage1 /1page
» SNMP
» SYSTEM

E) next step

[ Parameter Description]

Parameter Description
VLAN ID VLAN number, 26GE default VLAN 1
VLAN name VLAN mark
Manage IP Manage the IP address of the VLAN
[ Instructions]

Native VLAN: As a Trunk, the port will belong to a Native VLAN. The so-called Native
VLAN, is refers to UNTAG send or receive a message on the interface, is considered
belongs to the VLAN. Obviously, the interface of the default VLAN ID (PVID) in the IEEE
802.1 Q VLAN ID is the Native VLAN. At the same time, send belong to Native VLAN
frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: A Trunk can transport the equipment support by default all the VLAN
traffic (1-4094). But, also can by setting the permission VLAN Trunk at the port of the list to
limit the flow of some VLAN can't through the Trunk.

[ Configuration Example ]
VLAN setting: Such as create VLAN 2, Sets the port 8 to Trunk, Native VLAN 2.

14
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VLAN setting || Other settings
new VLAN
e VR, VLAN ID:1-AUQ4):Q%>: .
(\ / VLAN name(1-32 cnaracter):(mr > ]
. Choose to join the VLAN port:
2 4 6 8 10 12 14 16 18 20 22 24 2¢
R Qs S J e i ol o J v v |
R T T S e e e |
1 3 5 7 98 11 13 15 17 18 21 23 25
[1Optional G Not optional g Selected [ Aggregation {3 Trunk Tips: drag to select muliiple ports Select-all
—
VLANsetting || Other settings
new Trunk port
choose port to set up
e 6 ,EN10 12 14 16 18 20 22 24 25

 Cecblionis

—

Anti-select Cancel

2 4
wiwiw( - Jeieieinlisialelvim
Il gt I Ul It It Bt It B B I I

5 7 9 11 13 15 17 19 21 23 25

§ " Optional G Not optional §F Selected {17 Aggregation .3 Trunk Tips: drag to select multiple ports

Hative Viail_ 2 ]
Allowing VLAN(such as 3- i . =
58101

=3

——.
=

Select-all Anti-select Cancel

Click "next step" button, into other settings, such as: Manage IP address set as

192.168.2.11, device name set as Switch-123, Default gateway set as 192.168.2.22, DNS
server set as 172.16.1.241.

" VLAN setting H Other settings |

I device basic information

manage VLAN: _.1

manage IP:({a2. 168.2. 11
Subnet mask: 255.255.255.0
/*—\
S
Csme ]

v device name |Swi teh-123
=

default gateway:| 192, 188. 2. 22

DNS server:| 172 18.1.241

Use 192.168.2.11 to log in, set a new password for 1234.

I Web administrator password

old password:

new passwordj| e

comfirm new passwordi|: -+«

@
e —

15
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4.2 PORT

In the navigation bar to select "PORT", You may conduct Basic Config, Port
Aggregation, Port Mirroring, Port Limit, Storm Control and Port Isolation.

P PORT
* Basic Config

* Port Aggregation
*  Port Mirroring

*  Port Limit

* Storm Control

* Portlsolation

4.2.1 Basic Config

In the navigation bar to select "Port>Basic Config"”, for panel port to port described, port
speed, port status, working mode, flow control, cross line order configuration as shown.

B ome Port basic settings
B Quickly Set

L ’PE)_R,T_,_”_‘ 2 4 B 8 10 12 14 16 18 20 22 24 25
& Basiccomna ) el e lelalale e e e te e
* Port Aggregation BRSPS PR

9 11 13 18 17 19 21 23 25

* Port Mirroring

{7 Optional 3 Notoptional i Selected [ 1] Aggregation [ Trunk [EJip source enable port Tips: dragfo selec

* Port Limit

*  Starm Control Port description{0-80 character): Port status: | On v

» Portisolation Port speed: | Auto v Working mode: | Auto v
Flow control: | Off v Cross line order: | Auto v
» VLAN
» Fault/Safety B g
» PoE | portist
> msTP Port Port description sf;;':s s[;l::d W:‘L:igg mega frame crg:;;‘r“ c;l:l‘l;i'al Operation
» DHCP RELAY .
» QOS GioM on Aute Auto 1518 Auto off Z
» Addr Table Ginf2 on Auto Auto 1518 Auto off 4
» SNmP Giof3 on Auta Auto 1518 Auto off 2
» SYSTEM
Gior4 on Auto Auta 1518 Auto off l;
Gios on Auto Auto 1618 Auto off ,f
Gio/s on Auta Auto 1618 Auto off ,,}
Gior7 on Auta Auto 1518 Auto Off W:J
[ Parameter Descriptionion]
Parameter Description
Port Select the current configuration port number
Port status Open or close ports
Flow control Open or close the port flow control function

16
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Port speed

Can choose the following kinds:
Self negotiated

10M

100M

1000M

Working mode

Can choose the following kinds:
Self negotiated

Half duplex

Duplex

Port described

The port is described

Cross line sequence

Whether open intersection line sequence

[ Instructions]

Open flow control should be negotiated will close, negotiated close is to set port speed
rate and working mode; Set the port rate more than actual rate of port, the port will be up.

[ Configuration Example]

Such as: The port is set to 10M, Duplex,cross line sequence set to Auto, open flow control

and port state.

Port basic settings

6 8 10 12 14 16 18 20 22 24 25

@QEEDEEDDEDDD
BUUBUUEBUUBUD

9 11 13 15 17 19 21 23 25

{7 optional G Mot optional
Port description{0-80 character)
Port speed| | 10M v
Flow control} | OF v

)
I Port list

Port Port description

Gion

Giorz

Gio/3

Gio/4

Gio/s

Gi/g

Gior7

Gio/g

4.2.2 Port Aggregation

In the navigation bar to select "Port>Port Aggregation”,

Selected [T Aggregation [_7Trunk [E{ ip source enable port Tips= dragto sele

Port statusy | On A
Working mode] | Duplex v
Cross line order: | Auta a
Port Port Working T Cross line Flow
status speed mode g order control
on Auta Auta 1518 Auto off
on 1000M Duplex 1518 Auto Ooff
on Auto Auto 1518 Auto of
on Auto Auto 1518 Auto of
on Auto Auto 1518 Auto of
on Auto Auto 1518 Auto off
on Auto Auto 1518 Auto of
on Auto Auto 1518 Auto of

bandwidth or achieve the bandwidth of the redundancy backup as shown.

17
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B Home Port aggregation

B Quickly set
Aggregate port number(1-8):

¥ EOR Please select the port to join the
* Basic Config aggregate port:
< Port Aggregation 2 4 6 8 10 12 14 16 18 20 22 24 25

PRy ER IR IR Ty T YR R PR IR R O]
;QQQQQQUUUUUQ

15 17 19 21 23 25

*  PortMirroring

¢ PortLimit

*  Sterm Confrol [ "1 0ptional 533 Netoptional § Selected {17 Aggregation 73 Trunk [E7 ip source enable port Tips: dragio select multiple ports
* Portlsolation

Add setting
¥ VLAN

» Fault/Safety I Port aggregation list

» PoE Aggregate port Member port Opretion
MSTP

DHCP RELAY

Qos

Addr Table

SNMP

SYSTEM

first page prevpage [1] nextpage |astpageit I1page

¥y v v v oww

[ Instructions]

The monitor port in the port image can not be added!

[ Configuration Example]

Such as: Set the port 9, 10, for aggregation port 1, lets this aggregation port 1 connected
to other switch aggregation port 1 to build switch links.

Port aggregation

—

Aggregate port number(1-8',l/;i_ 1 A

Please select the port to join the
aggregate port:

2 4 6 8 AUNTZ 14 16 18 20 22 24 25
afaieial )elslalalaieialn
misisis Jersisivisisini=

7 N8/1 13 15 17 19 24 23 25

§ 1 Optional §R Mot optional G Selected [T/ Aggregation . Trunk [E{ip source enable port Tips: drag o select multiple ports

W
I Port aggregation list

Aggregate port Member port Opretion

first page prevpage [1]1 nextpage last paget | 1page

4.2.3 Port Mirroring

In the navigation bar to select "Port>Port Mirroring™, open port mirror feature, all packets
on the source port are copied and forwarded to the destination port, destination port is
usually connected to a packet analyzer to analyze the source port, multiple ports can be
mirrored to a destination port as shown.

18
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B pome Port Mirrering

B uicky set

» PORT

* BasicConfig

* Port

Mirror group number(1-4):

Please choose the source port:(Allow multiple ports to select, Too much of the source port may affect the device performance)

4 6 8 10 12 14 16 18 20 22 24 325

Aggregation EEEDBBBQEEEED

< portMirroring > mieimispeininieiningege]

* Port

* Storm Cenirol

9 11 13 15 17 19 21 23 25
Limit

Please choose the destination port:(Can only choose one port)

§JOptional G Not optional i Selected {17 Agaregation [ Trunk [E{ip source enable port Tips= drag to

Selectall Anti-select Cancel

* Porilsolation
» VLAN 6 8 10 12 14 16 18 20 22 24 26
b ot DDEBQQQQQQQED
; UUUUUUUEEBBBD
PoE 9 1 13 15 17 19 21 23 25
> msTP §"10ptional [EF Mot optional §# Selectsd §T]Aggregation T3 Trunk TEJip source enable port
» DHCP RELAY
» QOS Save edit Refresh
¥ Addr Table I Port mirror list
LT Mirror group source port destination port operation
» SYSTEM
[ Parameter Description]
Parameter Description
Mirror group Range: 1-4
Source port To monitor the port in and out of flow

Destination port

Set destination port, All packets on the source port are copied
and forwarded to the destination port

[ Instructions]

The port of the aggregate port can not be used as a destination port and the source port,
destination port and source port can not be the same.

[ Configuration Example]

Such as: Set a mirror group for port 10 regulatory port 4, 6, 8 on and out flow

conditions.

[ Port Mirroring

Mirror group number:14]:(‘3 ’)

Please choose the source port:(Allow multiple ports to select, Too much of the source port may affect the device performance)

10 12 14 16 18 20 22 24 325

4
DEESEDDDDDDDD
T B T gl U I I i Bl Bl I U

9 11 13 15 17 19 21 23 25

Please

[ Joptional BRI Not optional 8 Selactad 17 Agaregation [ Trunk [EJip source enabls port Tips= dragto select

Select-all Anti-select Cancel

choose the destination port:(Can only choose one port]

12 14 16 18 20 22 24 o2

EQEQ A0S0 S 0 S 0 L ]
BUUUU;UUUBUUD

4 43 15 17 4% 21 23 25

[ optional §F Mot optional R Selected 1] Agaregation [ Trunk [EJip source enable part

rgi;\fﬂ

L

edit Refresh
—

I Port mirror list

Mirror group source port

19

destination port operation



3onedata

Make network communication more reliable P85026G'2GS'24P0E User Manual

4.2.4 Port Limit

In the navigation bar to select "Port>Port Limit ", to port output, input speed limit as
shown.

B Home Port speed limit
B Quickiy Set

»
BORY 2 4 6 8 10 12 14 16 18 20 22 24 25

* Basic Config P R Y S R R R S
* Port Aggregation BUUUUUUUBBBBD

15 17 18 21 23 25

* Parthirroring

(';ﬂmlm “\/ 1"Optional g Not aptional i Selected {17 Agaregation {.§ Trunk §E]ip source enable port Tips: drag to select

L .

* Storm Contral Input speed limit(multiple of 16) * 0,16-10,000,00kb/s

* Portlsolation Output speed limit{multiple of 16): * 0,16-10,000,00kb/s
» VLAN Save settings
¥ FaultSafety I Port speed limit list
¥ PoE

Ports Input speed limit Output spees limit Operation
P MSTP
» DHCP RELAY 1 1000Mbis 1000Mb/s iz
kg5 2 1000Mbis 1000Mls 2
» Addr Table =
3 1000Mb/s 1000Mb/s

> SNMP " 4
» SYSTEM a 1000Mbis 1000Mbls 7

[ Parameter Description]

Parameter Description

Input speed limit Set port input speed

Output speed limit Set port output speed

[ Instructions]

1Mbit/s=1000Kbit/s=1000/8KB/s=125KB/s. That is, the theoretical rate of 1M bandwidth is
125KB/s.

[ Configuration Example ]

Such as: The port 9 input rate is set to 6400KB/s, the output rate is set to 3200KB/s.

Port speed limit

6 8 10 12 14 16 18 20 22 24 25

B I 1 T R e R R I L
EUBH#EEEUUEUD

5 7N811 13 15 17 19 21 23 25

] optional §EF Not optional Gl Selected [17 Aggregation §.7 Trunk [E]ip source enable port Tips: drag i

Input speed limit{imultiple of 16)'/5403‘ * 0,16-10,000,00Kb/s
|
Output speen limit(multiple of 16):\ EZEIIJ / * 0,16-10,000,00Kb/s

@e settmgs 5

I Port speed limit list

Ports Input speed limit Output spees limit Operation
1 1000Mb/s 1000Mb/s Zz
2 1000Mbis 1000Mb/s Z
3 1000Mb/s 10001 bls z
4 1000Mbis 1000Mb/s 2

20
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4.2.5 Storm Control

8 Home Broadcast storm

B Ouicky Set

¥ BORT; 10 12 14 16 18 20 22 24 2

2 4 6 8
e oo vl i Qi ol i e oy 1 vl v S o |
* Port Agaregation ;gg;?BBBBEUUD

11 13 15 17 19 21 23 25

* BasicConfig

* Port Mirroring

{1 Optional §E Mot optional G Selected [ 1] Aggregation {27 Trunk TEJip source enable port Tips:

*  Port Limit
i S e 2
’\\-‘ Smrmﬂu_/w Broadcast limit: * 0-262143(pps)
. F‘Tmsulalion Multicast limit: * 0-262143(pps) Multicast type package: | unknown-only v
» VLAN Unicast limit: | * 0-262143(pps) Unicast type package: unknuwn-nn‘\‘y r
» Fault/Safety Save settings
Lt s I Broadcast storm list
» MSTP
» DHCP RELAY Ports Broadcast limit{pps) Multicast limit(pps) Multicast type package Unicast limit{pps) Unicast type package Operation
» QoS 1 0 (OFF) 0 (OFF) unknown-only 0 (OFF) unknown-only 2
¥ AddrTable 2 0 (OFF) 0 (OFF) unknown-only 0 (OFF) unknawn-only 2
» SNMP LA
» SYSTEM 3 0 (OFF) 0(OFF) unknown-only 0 (OFF) unknown-only 2
4 0 (OFF) 0 (OFF) unknown-only 0 (OFF) unknown-anly iz
Broadcast storm
—4—8 8 10 12 14 16 18 20 22 24 2§
EQ‘EDEEDDDDQD
U ¥ Y RNy N
T3 &5 & 9 #1 13 158 ir 19 &1 23 B
[T optional GJ Mot optional § Selected 1] Agoregation .7 Trunk TE]ip source enabls port Tips: dragto sele
Broadcast limit: -sn'n\n\\ | = 0-262143ppis
L 9
Mul(icas(\imii} 15000 | * 0-262143ppis
|
Unicast fimit) 5000 / | * 0-262143ppis
— "I
——
I Broadcast storm list
Ports Broadcast limit(pps) Multicast limit{pps) Multicast type package Unicast limit{pps) Unicast type package Operation
1 5000 (ON} 5000 (ON} unknown-only 5000 (ON) both 74
2 5000 (ON} 5000 (ON} unknown-only 5000 (ON) both 2
3 5000 (ON) 5000 (ON) unknown-only 5000 (ON) both !
4 5000 (ON}) 5000 (ON}) unknown-only 5000 (ON) both /
5 5000 {ON} 5000 (ON} unknown-only 5000 (ON) both j
[ 5000 (ON}) 5000 (ON}) unknown-only 5000 (ON) both 2
7 0 (OFF) 0 (OFF) unknown-only 0 (OFF) unknown-enly z

4.2.6 Port Isolation

In the navigation bar to select "Port>Port Isolation™, one port can be isolated to one or
multiple destination ports as shown.
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8 Home Port isolation

B uicay set
o Please choose the Isolation port:

¥:.PORL 2 4 6 8 10 12 14 16 18 20 22 24 2g

* Bakboeg Bl St S e B0 SR ]
+ Port Agoregation EBBEB;UBUDBBD

1 13 15 17 13 21 23 25

* PortMirroring
v akEn T "7optional §EANotoptional § Selectea 77 Agaregation §77 Trunk TEJIp source enable port Tipss o

* Storm Control Save Cancel
M o ST I Portisolation list
VLAN

Fault/Safety
e first page prevpage [1] nextpage |ast page1 i 1page

Source port Isolate port Operation

MSTP

DHCP RELAY
Qos

Addr Table
SNMP
SYSTEM

v v ewTvwvwvwew

[ Parameter Description ]

Parameter Description
Source port Choose a port, to configure the isolated port
Isolated port Port will be isolated

[ Configuration Example ]

Such as: Isolate port 5,6,7,8 port separately.

Port isolation

Please choose the isolation port:

2 4.8 e, 10 12 14 16 18 20 22 24 95

Uo7 R T T R T T T T ]
UE‘E\W;/UUEBUUUBD

9 11 13 15 17 19 21 23 25

11 optional FEJ Not optional R Selected §7] Aggregation T3 Trunk [E{ip source enable port Tips= dra

FE—— Select-all Anti-select Cancel
’\_‘S_ﬂe__) Cancel

I Portisolation list

Source port Isolate port Operation
first page prevpage [1] nextpage last pagejl ! 1page
I Port isolation list
Source port Isolate port Operation
5 678 x
& 578 x
7 568 x
8 567 b4
first page prevpage [1] next page \aslpage:l .Mpage

Configuration success after, Isolate port 5,6,7,8 port separately.

4.3 VLAN

In the navigation bar to select "VLAN". You can manage the VLAN setting, Trunk-port
Setting and Hybrid-port Setting as shown.
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B Home qL;‘Vl_Aﬂ_senlng | ‘ Trunk-port setting ‘ ‘ Hybrid-port s;&ﬁj‘j;
B quicky et I VLA_L‘.47||;|_7_77_ —
3
P_E)Fi(i VLAN ID VLAN name VLAN IP address port operation
> QLAN D
* Vian Config 1 VLANOOO1 192.168.21124 125 B
» FaultSafety 2 VLANDDO2 8 2z R

4.3.1 VLAN setting

In the navigation bar to select "VLAN>VLAN Config>VLAN setting”, VLANs can be
created and set the port to the VLAN(port default state for the access mode) as shown.

8 Home ‘:VLENEE_E@) H Trunk-port setting H Hybrid-port setting ‘

B cuicky Set I VLA list
» PORT
» VLAN
-»'E;_Vlan Config 7_>

» Fault/Safety 2 VLANDOD2 8 z %

VLAN ID VLAN name VLAN IP address port operation

L WLANDOO1 192.168.2.1/24 1-26 2

» PoE © NewVLAN & delete selected VLAN first page prevpage [1] nextpage lastpagel I1page
P MSTP

P DHCP RELAY

» Qos

» Addr Table

P SNMP

P SYSTEM

[ Parameter Description]

Parameter Description
VLAN ID VLAN number, 26GE default VLAN 1
VLAN name VLAN mark
VLAN IP address Manage switch ip address

[ Instructions]

Management VLAN, the default VLAN cannot be deleted. Add ports to access port, port
access mode can only be a member of the VLAN.

[ Configuration Example ]

Such as: Connect switches pc1, pc2 couldn't ping each other, will be one of the PC
connection port belongs to a VLAN 2.
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| VLANEE || TunkOBE || HybrdOBE |
HEVLAN
e —
-ty ,' VLAN ID{1-4004): [z~ "“\.;
@ \) = VLAN BHR(1-325%):  VEANDODZ A

I VAN -

D 8 10 12 14 16 18 20 22 24 25

DDDDEDDEDD
SR E RN e

g 11 13 15 17 19 21 23 25

T e R ansRT B ATRO CTIRak0 1 Tunk 4855 SEEEmleisen SR 2 Bix By

4.3.2 Trunk-port setting

In the navigation bar to select "VLAN>VLAN Config>Trunk-port setting”, can set
port to Trunk port as shown.

| VLAN setting ! ‘ C_funk-pcrt seniﬁi) ‘ | Hybrid-port setting !
I Trunk port list
port port description Hative Vlan Allowing VLAN operation

&) New Trunk-Port \Q) delete selected Trunk-port first page prev page [1] next page last page|l ! 1page

[ Parameter Description]

Parameter Description
Native VLAN Only set one
Allowing VLAN Can set up multiple

[ Instructions]

Native VLAN: As a Trunk, the port will belong to a Native VLAN. The so-called Native
VLAN, is refers to UNTAG send or receive a message on the interface, is considered
belongs to the VLAN. Obviously, the interface of the default VLAN ID (PVID) in the IEEE
802.1 Q VLAN ID is the Native VLAN. At the same time, send belong to Native VLAN
frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: A Trunk can transport the equipment support by default all the VLAN
traffic (1-4094). But, also can by setting the permission VLAN Trunk at the port of the list to
limit the flow of some VLAN can't through the Trunk.

[ Configuration Example ]

Such as: PVID=VLAN2.
PC1:192.168.2.122, port 8, access VLAN2.
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PC2: 192.168.2.123, port 9, Trunk allowed VLAN 1-2.
PC3: 192.168.2.124, port 10, access VLAN1 (The default port belongs to VLAN1).
Can let the PC2 PING PC1, cannot PING PC3.

| VLAN setting ‘ ‘ Trunk-port setting “ Hybrid-port setting ‘
| vuamis
A VLANID VLAN name VLAN IP address port operation
1 VLANOOD 19216821 17.9-26 Z
a 2 VLANOOOZ 8 7 X
O NewVLAN @ delete selected VLAN fristpage prevpage[1] nextpage lastpage: I1page
VLAN setting | | Trunk-pert setting ! ! Hybrid-port setting !

L New Trunk port
@ tew Tidiepon

Please select port to setting:

8 10 12 14 16 18 20 22 24 25

e T T £ T e e 2
UUUEEEBUBBUBD

TANE A1 13 15 17 19 21 23 25

[ Joptional BEI Mot optional G Selectad [17 Aggregation [ 1 Trunk Tips= dragto select multiple ports Selectall Anti-select Cancal

g —
Mative Vian t1-4094)'\.1 fJ

Allowing VLAN{such as 3- o=
5810iC[1,2

= N

4.3.3 Hybrid-port setting

In the navigation bar to select "VLAN>VLAN Config>Hybrid-port setting"”, can set the
port to take the tag and without the tag as shown.

| wiansetting || Trunk-portsetting || (Hybrid-port setting > |

I Hybrid port list

port port description Native Vian Add TAG VLAN Remove TAG VLAN operation
@ New Hybrid-port @ delete selected Hybrid-port first page prev page [1] nextpage lastpage|t I 1page

Hybrid port to packet: Receives a packet, judge whether there is a VLAN information, if
there is no play in port PVID, exchanged and forwarding, if have, whether the Hybrid port
allows the VLAN data into, if can be forwarded, or discarded (untag on port configuration
is not considered, untag configuration only work when to send it a message).

Hybrid port to send packet:

1. Determine the VLAN in this port attributes (disp interface can see the port to which
VLAN untag, which VLAN tag).

2. If it is untag stripping VLAN information, send again, if the tag is sent directly.

[ Configuration Example ]
Such as: Create VLANs 10, 20, VLAN sets the Native VLAN port 1 to 10, to tag VLAN for
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10, 20, sets the Native VLAN port 2 to 20, to tag VLAN for 10, 20.

‘ VLAN setting H Trunk-port setting H Hybrid-port setting \
I VLAN list
@] VLAN ID VLAN name VLAN IP address port operation
1 VLANDOO 192.168.2.1 126
10 VLAN0D10 7 X
2 VLANDO20 z X
© NewVLAN @ delete selected VLAN fristpage prevpage [11 nexipage lastpage1 /1page
I VLAN setting \ | Trunk-port setting \ | Hybrid-port setting \

New Hybrid-port

Select port settings:

8 10 12 14 16 18 20 22 24 25
DDDDEDEEEEEED

LT

BBUUBBBUUBD

9 11 13 15 17 19 21 23 25

{1 Optional E23 Not optional §gF Selected [1] Agoregation [, Trunk Tips @ drag to select multiple ports

Select-all Anti-select Cance
Native Vian(1-4094); elect-all Anti-select Cancel
VLAN TAG (3-5,8,10]
Go to VLAN's TAG (such a!
3-5,8,10):

WLAN setteg Trenk-part sefiing Hykrid-port sefting
I Hgbid porRal
[ Dot gescription Reavies ima £ TRGYLAN R TAG VLAH oA
{ 10 1 10 R4
z 0 1 1020 -

This system e0/1 and the receive system e0/2 PC can be exchanged, but when each data
taken from a VLAN is different.

Data from the pc1, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled into switches,
switch found system e0/2 allows 10 data through the VLAN, so the data is forwarded to
the system e0/2, because the system e0/2 VLAN is untagged 10, then switches at this
time to remove packet VLAN10 tag, in the form of ordinary package sent to pc2, pc1 -> p2
is VLAN10 walking at this time.

Again to analyze pc2 gave pc1 package process, data from the pc2, by inter0/2 pvid
VLANZ20 encapsulation VLAN20 labeled into switch, switch found system e0/1 allows
VLAN by 20 data, so the data is forwarded to the system e0/1, because the system e0/1
on the VLAN is untagged 20, then switches remove packets on VLANZ20 tag at this time, in
the form of ordinary package sent to pc1, pc2 at this time -> pc1 is VLAN 20.

4.4 Fault/Safety

In the navigation bar to select "Fault/Safety”, you can set Anti Attack, Channel
Detection and ACL configuration.

26
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* Fault/Safety

*  Anti Attack
* Channel Detection

v At

4.4.1 Anti Attack

4.4.1.1 DHCP

In the navigation bar to select "fault/safety>Anti Attack>Anti DHCP Attack", open the
DHCP anti-attack function, intercepting counterfeit DHCP server and address depletion
attack packets ban kangaroo DHCP server as shown.

B Home | (oHer) || pos || P sourceGuara || 1PmMaciPort |
B Quickly Set I Protection Status

E BORL BEE))  Users can set custom DHCP frusted ports.

» VLAN

» Fault/Safety
Anti Atk
* Channel Detection
* ACL

» PoE

> mMsSTP

[ Instructions]

DHCP trusted port configuration, select the port as a trusted port. Prohibit DHCP for
address, select the port and save, you can disable this feature for the port.

Open DHCP attack prevention function, need to set the DHCP protective VLAN
simultaneously, other functions to take effect.

[ Configuration Example]

Such as: 1. DHCP snooping open.

DHCP || DOS || IP Source Guard I\ IPMaciPort |

Protection Status

)

Upen

2. Setting DHCP snooping VLAN.

I DHCP configuration

:l Users can set custom DHCP trusted ports

DHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTION&2 Binding Table Other Configuration

Dhcp Snooping Vian: (_jr /‘r

e B e
(Lad |
Server IP address:

Add

Snooping Vlan List Server IP List

No. Vlan ID Operations

first page prev page [1] next page last pagel /1page
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Set the connection router 10 ports for trust, then 6 port is set to the prohibit.

I DHCP configuration
DHCP Trusted Port

DHCP trusted ports:

Prohibit DHCP For Address Source MAC Verify OPTIONS2

Binding Table Other Configuration

2 18 20 22 24 25

5 8 12 14 18
ﬂﬂ@}ﬁﬂﬂﬂﬂﬂﬂm
g; LILSL I REAL 3L 5L

1 9 11 13 15 17

19 29 23 25

§"1Optional G Not optional G Selected [T Aggregation [, Trunk [E{ip source enable port Tips: drag to select multiple ports

I DHCP Trusted Ports List

Port list

DHCP Trusted Port Prohibit DHCP For Address

Prohibit DHCP port:

Source MAC Verify OPTIONS2

Operations

Binding Table Other Configuration

10 14 16

=]

18 20 22 24 25

R Sl Seir s v
Lad B0 T Bt B [

11 13 15 17 19 21 23 25

§JOptional GI Nat optional g Selectad §17 Aggregation [.3 Trunk [E7ip source enable port Tips: drag to select multiple ports

(£

I Prohibit DHCP For Address Port List

Port list

Operations

3. Verify source mac FO: DE: F1: 12: 98: D2, set server IP address to 192.168.2.1.

I DHCP configuration

DHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTIONS2
Source MAC Verify Enable;
Mac Address:. FOUDE:F1:12:95:D2
' Mo Verify |
I Source Mac Verify List
Ho. Mac Address
I DHCP configuration
DHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTION82
Dhcp Snooping Vianz | i
Add
Server IP addressg
Snooping Vian List Server IP List
No. IP Address

4. Set option82 information.

28
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I DHCP configuration

DHCP Trusted Port

Option82 Enﬁble:m

A

Prohibit DHCP For Address

Client Option82 Enable: %

Circuit control Remote Agent IP address
Circuit Hamez ({123 3 ik

<
No. Circuit Control Name

I DHCP configuration

DHCP Trusied Port Prohibit DHCP For Address

Option82 Enable: ¥

Client Option82 Enable: ¥

Circuit control Remote Agent IP address
Remote Name:@:ﬁ *
f/Add )
No. Remote Agent Hame

I DHCP configuration

DHCP Trusted Port Prohibit DHCP For Address

Option82 Enable: ¥

Client Option82 Enable: ¥

Circuit control

IP Address: (/EsTavb *

@& .

Source MAC Verify

VLAN IDQ

Circuit Control 1D

Source MAC Verify OPTIONS2

VLAN ID@

Remote Agent ID

Source MAC Verify OPTIONE2

VLAN ID:I@

No. IP Address

5. The port 7 for binding.

I DHCP configuration

DHCP Trusted Port Prohibit DHCP For Address

7:3a 42:1f:59\

Mac Address:
VLANID: [ |1 )
Port Number: k ¥
add =y
I Dhcp Snooping Binding Table
Index Mac Address Port Number Vian ID IP Address

4.41.2DOS

Source MAC Verify

OPTIONS2 Binding Table

Binding Table Other Configuration
VLANID Operations
first page prevpage [1] nextpage lastpagel ! 1page
Binding Table Other Configuration
VLAN ID Operations
first page prevpage [1] nextpage \astpageﬁ 1 /1page
Binding Table Other Configuration
*
VLAN ID Operations
firstpage prevpage [1] next page lastpage|l / 1page
Other Configuration
Lease Status Operations
firstpage prevpage [1] nextpage last page|1 ." 1page

In the navigation bar to select "Fault/Safety>Anti Attack>Anti DOS", open the anti DOS
attack function, intercept land attack packets, illegal TCP packets, to ensure that the
device or server to provide normal service to legitimate users as shown.
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| DHcP H(Ec_:sﬁ‘j,H IP Source Guard || IP/Mac/Port

DoS attack protection

[ Instructions]

Open the anti DOS attack function, intercept Land attack packets, illegal TCP packets, to
ensure that the device or server to provide normal service to legitimate users.

[ Configuration Example]

Such as: Open the anti DOS attack function.

| DHCP || DOS || IP Source Guard || IP/Mac/Port |

I DoS attack protection

4.4.1.3 IP Source Guard

In the navigation bar to select "Fault/Safety>Anti Attack>IP Source Guard", through the
source port security is enabled, on port forwarding the packet filter control, prevent illegal

message through the port, thereby limiting the illegal use of network resources, improve
the safety of the port as shown.

‘ DHCP H DOS |k P Source Guard )" IPIMac/Port ‘
—
I IP source protection port enable configuraton

Please select the IP source to
protect the port:

6 8 10 12 14 18 18 20 22 24 2

DDDEQEDDEEEE&D
UUUUUUUUUUUED

9 11 13 15 17 19 21 23 25

[ "Joptional §EF Not optional R Selected §17 Aggregation .7 Trunk [E]ip source enable port Tips= drag to select multiple ports

save
I IP source protection port security configuration

index source IP address source Mac address port Vian D aging time status operation

& new security port first page prevpage [1] nextpage lastpagefl ! 1page

[ Instructions]

Add the port that is currently being used as a IP source protection enable port, the port will
not be able to use.

[ Configuration Example]
Such as: To open source IP protection enabled port first, then to binding.

30



3onedata

Make network communication more reliable P85026G'2GS'24P0E User Manual

| pHoP || Dos || IPSsourceGuard || IPIMac/Port
IP source protection port enable configuration

Please select the IP source to
protect the port:

6 8 10 127143168 18 20 22 24 25

DDEEQQEDQDDED
BBUUUBBUUBBBD

7 9 11 13 15 17 19 21 23 25

" 10ptional G Mot optional G Selected [1¢ Agoregation []Trunk LE{ip source enable part Tips: dragto select mul

™
save )
=

| pHer || DOS || IP Source Guard || IP/Mac/Port
V\anm:r/i’/ — =
source IP address: |192. 169, 2. 30 /

N %
source Mac address [12:2a:b3:2e:10:h3-"

ﬁ 6 8 10 12 16 18 20 22 24 35

¥ Qﬁﬁﬁﬁﬁ et [
/ UUUEUUUUUUUUD

o 9 11 13 15 17 198 21 23 25
/ [ Joptional 5J Mot optional R Selscted 17 Agaregation [ Trunk [Eip source enable port

(- W

4.4.1.4 IP/Mac/Port

In the navigation bar to select "Fault/Safety>Anti Attack>IP/Mac/Port"”, automatically
detect the port based IP address, MAC address of the mapping relationship, and then
realize the function of a key binding as shown.

| oHee || pos || 1P source Guard !‘@fMa;Pcrf>|
| restuet -

» Binding enable

mac address ip address Port number
firstpage prevpage [1] nextpage lastpage|l /1page
Scanning Binding
I Application List
mac address ip address Port number
@ Delete option first page prevpage [1] next page Iastpage.l {1page

[ Instructions]

A bond must be bound before the binding to enable the switch to open, and if you want to
access shall be binding and switch the IP address of the same network segment.

[ Configuration Example ]

Such as: The binding to make first can open, must be a key bindings port 7.
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‘ DHCP H DOS H IP Source Guard H IP/Mac/Port
| restst

e Binding enablé?w
oA

mac address ip address Port number
first page prevpage [1] nex page lastpage|l !1page
Gcannmb Binding
o
| pHep | pos || IPsourceGuard || IPMaciPort
| 1
I Testlist
» Binding enable ¥
mac address ip address Port number
90:2B:24.B7:20:B5 192.168.1.101 10
\I 4 ) 90:2B:34:B7:80:B5 192.168.2.105 10
;e
first page prevpage [1] nextpage lastpagel ! 1page
Scanning Binding )
Sy
I Application List
mac address ip address Port number
90:28:34:87:80:B5 192.168.2.105 10
02:2A°:83:2E:10:83 192.168.2.30 14
@ Delete option first page prev page [1] next page lastpage|l / 1page

Can check the delete option.

4.4.2 Channel Detection

4.4.2.1 Ping

In the navigation bar to select "Fault/Safety>Channel Detection>Ping testing”, use
ping function to test internet connect and host whether to arrive as shown.

B Home | Ping H Tracert H Cable test ‘
B Quiciy Set
J destination IP address
» PORT
» VLAN
» Fault/Safety

*  Anti Attack

Timeout period(1-10): [
Repeat number{1-1000): 5

Start

— Result
*(_Channel Detection)

* ACL
» PoE
» MSTP
» DHCP RELAY
* QOs

b Addr Tania =

[ Parameter Description ]

Parameter Description
Destination IP address | Fill in the IP address of the need to detect
Timeout period Range of 1 to 10
Repeat number Testing number

[ Instructions]
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Use ping function to test internet connect and host whether to arrive.

[ Configuration Example ]

Such as: Ping connect the IP address of the PC.

| Ping || Tracert || Cable test

Destination IP address: |/192. 168.2. 1 2

Timeout period(1-10): z

Eepeat number(1-1000): |5

Gov)
tart
A
Result

FIMNG 192168.2.1 (182 168.2.1): 56 data bytes

(G4 bytes from 192.168.2.1: icmp_seq=0 ttl=64 time=10.0 ms
{54 bytes from 192.168.2.1; icmp_seq=1 ttl=64 time=0.0 ms
|64 bytes from 192.168.2.1; icmp_seq=2 ttl=64 time=0.0 ms
G4 bytes from 192 168 .2.1; icmp_seq=3 ttl=64 time=0.0 ms
|64 bytes from 192.168.2.1: icmp_seq=4 ttl=64 time=0.0 ms

— 192.168.2.1 ping statistics —
5 packets tfransmitted, & packets received, 0% packet loss
fround-trip minfavg/max = 0.0/2.0M10.0 ms

4.4.2.2 Tracert

In the navigation bar to select "Fault/Safety>Channel Detection>Tracert testing”,
tracert detection can detect to the destination through as shown.

Ping || u'\_l'racer?:}| | cable test

Destination IP address: . o
Timeout period{1-10); |2
Start testing

Testing results

[ Parameter Description]
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Parameter

Description

Destination IP address

Fill in the IP address of the need to detect

Timeout period

Range of 1 to 10

[ Instruction]

The function is used to detect more is up to and reach the destination path. If a destination
unreachable, diagnose problems.

[ Configuration Example ]

Such as: Ping connect the IP address of the PC.

| Ping || Tracert || Cable test

Destination IP address:;

Timeout period(1-10):

Testing results

192. 168. 2. 22

£

fraceroute to 192.168.2.22 (192.168.2.22), 30 hops max, 40 byte packets
1 *192.168.2.1 (192.168.21) 1010 msIH*

2 192.168.2.1 (192.168.2.1) 1020 ms IH* 1010 ms IH

4.4.2.3 Cable test

In the navigation bar to select "Fault/Safety>Channel Detection>Cable testing”, can
detect connection device status as shown.

| Ping || Tracert || (é}?letf}:}|
Select port;
20 22 24
EEEEEEEEEEEE

[ "} Optional [EJ Not optional Jg Selected 1] Aggregation [.7) Trunk [E]ip source enable port

Start test

[ Configuration Example ]
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| Ping | | Tracert ! | Cable test
Select port:
5] 8 10 12 14 16 18 20 22 24
S e O Y e
CORBLERRERET

T {Cptional BEF Mot optional FE Selected {17 Agaregation [0 Trunk TE{ip source enable port

——
[_Start test

443 ACL

In the navigation bar to select "Fault/Safety>ACL", can be applied to port ACL rules and
settings to take effect in time.

& Home | Timetables H ACL H Application ACL ‘

® cuicky set ® Create a new object Select an existing object
» PORT Hew timetable name:
» VLAN Time interval: | Monday ) Tuesday [ Wednesday = Thursday [ Friday [ saturday [ Sunday
» FaultSafety Time interval: | -[ +

Anti Attack e

* Channel Detection ITImE|aD|E5H5|: =
A - Time week Time interval Operation
» PoE =
» MSTP © Delste firstpage prevpage [1] nextpage lastpage|l ! 1page

[ Instruction]

The ACL rules are sequenced, row in front of the match will be priority rule. Many, if the
strategy items operating time is relatively longer.

Basic principles:

1. According to the order, as long as there is a meet, will not continue to find.

2. Implied refused, if don't match, so must match the final implied refused entry, cisco
default.

3. Any only under the condition of the minimum permissions to the user can satisfy their
demand.

4. Don't forget to apply the ACL to the port.

[ Configuration Example ]

Such as: Test time is every Monday to Friday 9 to 18 points, set port 1-8 cannot access
the network.
Steps: Building ACL time - building ACL rules - is applied to the port.

| Timetables H ACL H Application ACL ‘

® Create a new object Select an existing object
New timetable name| working

Time interval| ¥ Monday ¥ Tuesday # wednesday ™ Thursday # Friday L Saturday [ Sunday

Time interval| :00 | - e:a0 K
Sa\Te‘)
I Timetables list: bl
Time week Time interval Operation
@ Delete first page prevpage [1] nextpage lastpagefl {1page
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" Timetables H act ||

Application ACL

any dst port: ¥

ACL number: | 100 v
Action: [Alow v
Any src IP address: @ @

Any source port: 4]
Any dst IP address: €]

Protocol matching: TCP v|

Time: [working v

I Choose the ACL access control list for the view 100 v Rulelist
Rule order action Agreement source IPimask source port destination IPimask destinationport | Object of effective time state
1 deny fop anyfany any anylany a0 warking-ime inactive
2 permit in anylany any anylany any none active
@ delete ACL frist page prevpage [1] nextpage lastpage! [1page
|' ACL effective time | | ACL access control | | Application ACL

choose port to set up:

12 14 16

:&E&E&E&

2
=
= SUUE

1

4 6 8
3
e

3 5 7

18 20 22 24 2

bemd it i 5[]
UUUUD

19 21 23 25

[ 10ptional §I3 Not optional §J Selected 1§ Aggregation .7 Trunk [E{ip source enable port

Tips : drag to select multiple ports

Filtering direction: | Se

4.5 PoE

In the navigation bar to select’PoE”, you can set PoE Config and PoE port Config

configuration.

nd a message{in «

» PoE

* PoE Config

ACL Iist =

* PoE Port Config
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4.5.1 PoE config

In the navigation bar to select’PoE config”, you can set management and Temperature

distribution.
B3 2 [ —— — =
= Home <_management H Temperature dlstrlbutloﬁ“:—,:
— T W e e
B Ouickly Set I POE status information
» PORT
Working status: On-line Alarm power: 3G60.0W
» VLAN
Rated total power: 400.0W Current voltage 54.9V
» Fault/Safety
Current total power: 0.0W
» PoE
* PoE Config I POE high-level management

4.5.1.1 management

In the navigation bar to select “PoE Config>management”, To view the PoE state
information and set up the configuration. The fllowing picture:

B Home | (‘fn’aﬁageme_ﬁ?)i‘ Temperature distribution |
- 5 —
= Quickly Set I POE status information
» PORT
Working status: On-line Alarm power: 342.0W
» VLAN
Rated total power: 330.0W Current voltage 54.9V
¥ Fault/Safety
» PoF Current total power: 0.0W
tf:-'—POE CDF":\EZ:'V I POE high-level management
* PoE Port Config .
Alarm-notice: F342 W
> MSTP -
» DHCP RELAY Alarm-notice: @ open close
> Q0S Save
» Addr Table
» SNMP
» SYSTEM

[ Parameter description]

Parameter Description

Supply mode Select the mode of PSE power supply

Alarm-power Configuration of the alarm threshold

Reserved power Configuration to keep power

Alarm notice State configuration warning announcement.
[ Instruction]

In practical application, it is required to control the system to transmit trap notification
when the power change and the port are up and down.
Receive the Trap notices the Snmp must be open, and set the Trap to the target host.

[ Configuration example]

Such as:alarm power set to 245 W, reserved power to 15%, open the supply mode and
the alarm power;
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‘ management || Temperature distribution

I POE status information

Working status: On-line Alarm power: 245.0W
Rated total power: 330.0W Current voltage 55V

Current total power: 0.0W

I POE high-level management

Alarm-notice: ] 245 W

Alarm-notice: @ open ) close

4.5.1.2 Temperature config

In the navigation bar to select “PoE Config>Temperature config”, The alarm threshold
can be set up PoE chips. the fllowing picture:

B ome

‘ management H flgfﬁ);erature distrihut{é_ﬁ:)|
B Quickly Set e s

I Temperature config

» PORT

» VLAN

P Fault/Safety

» PoF 1 44C e
«_PoE Config >

I Chip temperature list

Chip-number Real-time temperature Alarm threshold Opretion

2
2 48T 10
* PoE Port Config
3 48T noe 2
» msTP -
» DHCP RELAY first page prev page [1] nextpage lastpage: I 1page
> Q0S
» Addr Table
> SNMP

P SYSTEM

[ Parameter description]

Parameter Description

Configuration temperature alarm threshold, the range of
70-149

Alarm threshold

[ Instruction]
Receive the Trap notices the Snmp must be open, and set the Trap to the target host.
[ Configuration example ]

Such as: 1 warning threshold is set to 80 chip, chip 2 warning threshold is set to 100, chip
3 alarm threshold is set to 120
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| management || Temperature distribution |
| I |

I Temperature config

The alarm threshold: | 1o
E— s SR
(Save D e
I Chip temperature list _l'"’-hi‘_,q_i_i
Chip-number Real-time temperature Alarm lhresm;IE__""'*—f-_,_¥_7 Opretion
—_
1 a4'c 10C ()
2 48°C 10T ?
3 46°C 110 P
first page prevpage [1] nextpage lastpags! / 1page
Chip temperature list
Chip-number Real-time temperature Alarm threshold Oprefion
1 610 80T 7
2 610 100
3 61C 120C 7
fristpage prevpage [1] nextpage last page1 | 1page

4.5.2 PoE port Config

In the navigation bar to select “PoE>PoE port Config”, Can be set to port PoE. The
fllowing picture:

B pome I POE port list
B Quiciy Set Port Connect Status Current power CuITEL et ] PD type Enable Priority Deichon Opretion
electric power mode
»
LORI, 1 off disable . . 32w - enable low ATBAF 2
» VLAN -

» FaultiSafety 2 off disable = = 22w - enable low ATBAF 2
P PoE 3 off disable - - 32w - enable Tow AT&AF 2
*  PoE Config =
—— off disable - - 32w - enable low ATBAF >
(:_ POE Ponconng_) =
T off disable - - 32w - enable low ATRAF >

» MSTP ~
» DHCP RELAY 6 off disable - - 32w - enable low ATEAF Z
» Qos 7 off disable 32w A enable low ATEAF 7
» Addr Table =
— E off disable = = 32w z enable low ATBAF >
! z
» SYSTEM © edit curpage all the ports firstpage prevpage [1][21[3] nextpage lastpagel I3page

[ Parameter description]

Parameter Description

Maximum power Select configure port maximum power

Enable Select configuration can make state

Configure port priority, when the load exceeds the PoE power,

Priorit
y low priority under the port of equipment will be dropped first

Detection mode Configure port detection mode

[ Instruction]
Receive the Trap notices the Snmp must be open, and set the Trap to the target host.
[ Configuration example]

such as: port 8 enable set to active, will set the maximum power to 23 W, detection mode
for AF, priority is high.
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POE port configuration

PortID] |8
Port enable] | Active hd
Port priority] | High v
Detection mode] | AF hd

Maximun power(W) 23
the port being edited

4 E’B 10 12 14 16 18 20 22 24
DED'E'DDIDIDID
-E-E-E-E-E-E

1113 15 17 19 21 23 e

()

EOptiana\ QNutcptianal iSEIec‘ted Eéggregaliun ETrunk Tips: dragto select multiple ports Select-all Anti-select Cancel - e

4.6 MSTP

In the navigation bar to select "MSTP", you can set to the MSTP Region and MSTP
Bridge configuration.

> MSTP

* WMstp Region

* Mstp Bridge

4.6.1 MSTP Region

In the navigation bar to select "MSTP>MSTP Region", can modify the domain and
domain name, add instance is mapped to a VLAN as shown.

B ome I MSTP region configuration

B quiciy set Region name: |D0ENacon00nt * (11032 characters)
PORT

VLAN

Fault/Safety

PoE I Instance mapping

Revision level: 0 * (0 to 65535 default 0)

Save

MSTP

yvvwywy

Instance ID: 1 hd
&_MstpRegion >

VLANID: * Forexample: 13,57-10
* WetoEndos Save Delete
DHCP RELAY
Qos

Addr Table Instance ID Mapping VLAN Operating
SHMP o
SYSTEM

I Mapping list

1-4094 "4

vy v vovwyw

first page prevpage [1] nextpage last page1 11page

[ Parameter Description ]

Parameter Description
Region name Configure the region name

Revision level Parameter configuration revision level

Instance ID Select configuration instance ID

VLAN ID Mapping of the VLAN configuration instance
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[ Instruction]
An instance can only be mapped to a VLAN, instance and VLAN is a one-to-one

relationship.

[ Configuration Example ]

Such as: Change the region to DEADBEEF0102, region name is 123, instance 4 is
mapped to a VLAN 2, in the first need to create a VLAN 2.

I MSTP region configuration

Region name: | DEADEEEFD102 * (1t 32 characters)

Revision level: |/123 * (0 to 65535 default 0)

I Instance mapping

Instance ID: |4 ¥
B VLANID: |2 *| For example: 1,3,57-10
@ Delete
I Mapping list
Instance ID Mapping VLAH Operating
0 1-4094 @

first page prevpage [1] next page last pagejt ! 1page

4.6.2 MSTP Bridge

In the navigation bar to select "MSTP>MSTP Bridge", can be related to bridge, port
configuration as shown.

B Home I MSTP bridge config
B Quickly Set

Inst-priority :
» PORT ) i

Inst-id: |0 v Priority= | 0 x:

» VLAN
* Fault/Safety Enable: On ® Off Mode:z STP RSTP @ MSTP
» PoE Hello-time: 2 | * t1-10s) Max-age: |10 * (G-40s)
> MSTP Fdelay: 10 *[4-308) Max-hops: |10 = (1-4D)

*  Mstp Region

- g Save Show bridge info
* M Brid ]
R stp Bri ge )

» DHCP RELAY I MSTP port config
» QOS 5
Inst: |0 A Priorityz 123 * (0-240 step
» Addr Table
Port-fast: '@ Of On Path-cost: |anto * (auto or 1-2
» SNMP =
Auto-edge: OoFf @ On Point-to-Pointz Off Oon  '® Auto

[ Parameter Description ]

Parameter Description
Inst-priority Whether open instance priority setting
Instance ID Select the created instance id is configured
Enable Whether to open the STP bridge function
. L Priority setting bridge example, the default instance bridge
Bridge priority o
priority for 32768
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Mode The model is divided into: the STP, RSTP, MSTP
Hello-time Switches sends bpdus in packet interval
Ports are not yet received a message in the time, will
Max-age

initiate topology changes

Forward-delay

The state of the port switch time

Set port instance priority, defaults to 128, you must enter

Port-priority multiple of 16, the range of 0-240
Path-cost Configure port costs
Port-fast Select configuration state
Auto-ege Select configuration state

Point-to-point

Select configuration state

Bpdu guard Select configuration state
Bpdu filter Select configuration state
Compatible Select configuration state
Root guard Select configuration state
TC guard Select configuration state
TC filter Select configuration state

[ Instruction]

(1) (hello_time+1)x2<=max_age<=(f_delay-1)x2, enable the switch to set instance priority.
(2) Enable STP or switch mode would spend 2 times of the forward delay time.

[ Configuration Example ]

Such as: 1) Open the STP, configuration has to create an instance of the priority,
configuration time Parameters, set the pattern to MSTP.

I MSTP bridge config

Inst-priorityz |

Instid: || 4 b Priority: | | 8192 v

Enable: |® On of Mode: STP RSTP @ MSTP

Hello-time: |2 * (1-10s) Max-age: | 15 * (6-40s

F-delay: |10 * (4-30s) Max-hops: | 20 *o(1-40)

Save Show bridge info
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MSTP bridge information

StpVersion: mstp

|| SysStpStatus: disable
BridgeMaxAge: 10
BridgeHelloTime: 2
BridgeForwardDelay: 10
WaxHops: 10

|| TxHoldCount: &

2) Set MSTP has launched port configuration, select the created instance, set priority (port

configuration is not online, on-line configuration will only take effect, can click on the "view

the current configuration" button to view the configured completed).
I Mstp Port Config

inst: 4 = priority : | 128 * (olz40 step 16)
portfast: @ of © on path-cost : | auto * (alito or 1-200000000)
auto-edgg: O of @ an pointto-point: | © of © on @ autg
bpdu-guard : @ of © on compatible : | @ of © on
bpdu-filter : @ off O on rootguard : | ‘@ none  © root
tcguard: @ of O on tcignore: | @ of & aon
2 /4N B & 10 12 14 16 18 20 22 24 o5
il e i S S R S i S S
EEUEEEUEEEEUD
1 i ST 15- 17 18 21 23 25

U 1 optional T2 Not optional e Selectsd 111 Agaregation 5«2 Trunk TEdip source enable port

—
1
(:f:afe/ show current port
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MSTP port information [ Gi0/4 ]
[Gi0/4]

FPortddminPortFast: disable
PortOperPortFast: disable
PortddminAutoEdge: enable
PortOperdutoEdge: disable

| | PortddminLinkType: auto

) || PortOperLinkType: pointto-point

PortBPOUGuard: disable
FortBPDUFilter: disable
PorTCGuard: disable

instance[0]
VianMap: 1,3-40984
PortState: down

| | PortPriority: 128
PortDesignatedRoot 32768 - 00:e0:4c:00:00:01
PaorDesignatedCost 0
PortDesignatedBridge: 32768 - 00:e0:4c:00:00:01
PornDesignatedPortPriority: 128
PortDesignatedPort: 4
FortAdminPathCost: auto
PortOperPathCost: 5000000 -
PortRole: disabled

4.7 DHCP Relay

In the navigation bar to select "DHCP Relay"”, you can set to the DHCP Relay and
option82.

» DHCP RELAY
* Dhcp Relay

* oplion32

4.7.1 DHCP Relay

In the navigation bar to select "DHCP Relay", open the DHCP relay function, set up and
view the relay server IP address and its status as shown.

B ome I DHCP relay enable state
B oyickly Set

DHCP relay enable:
PORT DHCP option trust field enable: ¥
VLAN

Fault/Safety

PoE

MSTP

DHCP RELAY

(._.:':__D_hcp Relay >

vy v vy wveYy

* optiong2

[ Parameter Description]

| Parameter | Description
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IP address DHCP server address
Status Invalid and vaild

[ Instruction]

If open the function of relay agent, then receives the broadcast DHCP message, to be
delivered in the form of unicast to configure on the server. The DHCP server to IP and
switches in the same network segment will only take effect.

[ Configuration Example ]
Such as: Setting DHCP server IP for 192.168.2.22.

I DHCP relay enable state

‘-ﬁH_CJ’_r_may enable: ¥ B
DHCP option trust field enable:

I DHCP relay config

DHCP server IF; 182, 1882 22 T
— T— —rs
N — =
(Add ! | Delete
4
Serial number IP address Status Opretion
1 192.168.2.22 invalid >

firstpage prevpage [1] nextpage lastpagsl ! 1page

4.7.2 Option82

In the navigation bar to select "DHCP Relay>option82", can set to option82 circuit
control, proxy remote, IP address as shown.

B Home I Option82 config

B cuickl Set Proxy remote 1P address

» PORT

» VLAN Circuit control: " VLANID:
» Fault/Safety Add

» PoE
» MSTP
P DHCP RELAY first page prevpage [1] nextpage lastpage|t ! 1page

Serial number Circuit control name Circuit control ID VLAN ID Operation

* Dhep Relay

qf/ option82 7 i ]
» QOS

P Addr Table

» SNMP

F SYSTEM

[ Parameter Description ]

Parameter Description

The DHCP request message in the VLAN, value range is 1 ~
4094

Circuit ID to populate the user custom content, scope of
string length is 3 ~ 63

Configuration ASCII remote id string value, the length of the
range of 1 ~ 63

VLAN id

Circuit control

Proxy remote
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| IP address | Decimal IP address

[ Instruction]

Switches, relay information to the DHCP server will take option82, VLAN ID must be
configured to DHCP message taken VLAN can bring option82 information.

[ Configuration Example]

Such as: Add circuit control, proxy remote, IP address information.

I Option82 config

Circuit control Proxy remote IP address
e~ o
Circuit cnnImQZE ] & VLAN ID:’K 1 \
— — =
)
Serial number Circuit control name Circuit control ID VLAN ID Operation
first page prevpage [1] nextpage last pagel /1page
I Option82 config
Circuit control IP address
Proxy [EmOIE./s_v;T\) " VLAN Dz ﬁ‘]
—_— i =
Casd)
Serial number Proxy remote name Proxy remote 1D VLAN ID Operation
first page prevpage [1] ned page lastpaget /1page
I Option82 config
Circuit control Proxy remote IP address
E— ey
IP address: (192, 183.2.35 > ® VLANID: (|t )
e P —— =
i =
(g0
Serial number IP address VLAN ID Operation
first page prev page [1] next page last pagel I1page

4.8 QOS

In the navigation bar to select "QOS", you can set to the Remark, Queue Config and
Mapping the Queue.
P QOS

* Remark
* Clueue Config

* Mapping the Queue

4.8.1 Remark

In the navigation bar to select "QOS>Remark", according to the rules for port traffic bag
tag or queue map as shown.
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B home I Qos Multi Label

B quicky set Rule index: 1 t1-32)

» PORT Operation type: | Equal v

» VLAN Value type: Dst-Mac v

» Fault/Safety Value: 00:00:00:00:00:00

» PoE Cos mapping: ® |0 v

> MSTP Priority remark: 0 v

» DHCP RELAY Choose port to config:

b a0 2 4 6 8 10 12 14 16 18 20 22 24 25
(& Remark I T e T iy e

* Queue Config

* Mapping the Queue

;QQQQUUUUUUUD

1 13 15 17 19 21 23 25

51 Optional §R Not optional P Selected {17 Aggregation §".1Trunk §'Eip source enable port Tips: drag to select multiple ports

» Addr Table

» SHNMP Apply

Select-all Anti-select Cancel

Cancle

[ Parameter Description ]

Parameter

Parameter

Rule index

By setting the rule of heavy tag index number, the current
switch can be set up 32 rule

Operation type

Choose always said - match the match, all the data for tags
Choose can be set to equal matching rules, comply with the
rules of heavy tag data

Server class mapping

Adaptable to the rules of the heavy tag which data is mapped
to a queue

Priority relable

Conform to the rules of heavy tag data to the marked priority
values

Set heavy tag matching rules, such as choice goal Mac, just

Value tye check the data destination Mac address is in accordance with
the rules
alue Set the value of matching, such as choice goal Mac for HH:
valu

HH:HH:HH:HH:HH

Choose port to config

The application of heavy tag on which interface

apply

Click on the application of heavy marking rules to take effect

[ Instruction]

According to the different matching rules to map different packages to different cos, and
then according to the mapping relationship cos and queue queue to map different
packages to different queue, can also set the priority value of a tag heavy bag.

[ Configuration Example ]

Such as: Will the destination address for 00:02:03:0b:89:12 packets are forwarded to the
port 3, 4, 5, 6, priority of remarked as 3.
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I Qos Multi-Label

Rule index: 1 {1-32})
Operation type;] | Equal v

Value type: Dst-Mac v

Value: [o0:0z:05 0889 12

Cos mapping: 0 v
Priority remarky '® |3 v

Choose port to config:

2/5'7 6 10 12 14 16 18 20 22 24 3§
Y e )22 R R
By § feisisisesisisisinim

9 11 13 15 17 19 21 23 25

§7Optional R Not optional G Selected [1]Aggregation T3 Trunk TEJip source enable port Tips: drag to select mullipie poris

Select-all Anti-select Cancel
Apply Cancle

I Rule List
Rule index Service class mapping Priority relable Value type Value Operation type Port list Operation
@ Delete all rule first page prevpage [1] nextpage last pagel I 1page

4.8.2 Queue Config

In the navigation bar to select "QOS>Queue Config"”, can be set up queue scheduling
policy as shown.

,5_3, Home I Queue setling
| Quickly Set Queue mode: 5 L
» PORT

» VLAN

» Fault/Safety
» PoE

» MSTP

» DHCP RELAY
F QOS

Apply

* Remark

.r\"kﬂuaue Config >

* Mapping the Queue
¥ Addr Table
» SNMP
» SYSTEM

[ Parameter Description]

Parameter Description

Can choose four kinds of modes:

RR round-robin scheduling

Scheduling strategy | SP absolute priority scheduling

WRR weighted round-robin scheduling

WFQ weighted fair scheduling

Set the weights of each queue, they will be in proportion to
occupy the bandwidth to send data

WRR-weights

[ Instruction]

Queue 7 can not for 0.

[ Configuration Example]
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Such as: Set the scheduling strategy for WRR, weight value respectively, 10, 11, 12, 12,
14, 15, 16, 17.

I Queue setting

Queue mode: WRR v

Byte weight{0~127): 10 11 12 13 14 15 | e 17

e
Gpp\y 0

4.8.3 Mapping the Queue

4.8.3.1 Service class queue mapping

In the navigation bar to select "QOS>Mapping the Queue>Service class queue
mapping", service category can be mapped to the corresponding queue as shown.

B Home

‘ Cos-Queue-Map H DSCP-CoS-Map H Port-CoS-Map |

B ouicky set I Mapping queue status information
» PORT
» VLAN Server ID 0 1 2 3 4 B 6  J
» Fault/Safety Queueld |0 v 1 v 2 v 3 v 4 v 5 v B v 7 v
» PoE
» MSTP 2
» DHCP RELAY
» Qos

* Remark
* Queue Config

't&iﬁ@\ngthi%)

¥ Addr Table
» SNMP
> SYSTEM

[ Parameter Description]

Parameter Description
Server ID COS the VLAN priority fields (0 to 7)
Queue ID Set each cosine value mapping queue number (0 to 7)

[ Configuration Example]

Such as: Cos 3 mapping to the queue 7, set the queue weight 7 to 10.

| Service class to queue mapping | | Differential service to service class mapping | | Port to service class mapping

I Mapping queue status information

server D 0 1 S 5 G 7

meweld | 0+ | (0 4 | 2 < NT S| 4l 5 e || T .

Ul Save )

o e
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I Queue setting

Scheduling strategy: WRR -

Byte weight(0~127: 0 @ o 0 0 o | b (10 )

— —

i -ﬁ.pp I_*,L }

4.8.3.2 Differential service class mapping

In the navigation bar to select "QOS>Mapping the Queue>Differential service class
mapping", differential service can be mapped to the corresponding service categories as
shown.

| Service class to queue mapping | | .~ Differential service to service class mapping-,

| Port to service class mapping |

I Differential service code point mapping team list

server ID 0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
severBett ([0 < [[[0 ~[[[0 ~[[l0 -|[[0 <i|[o <o =llio <lflc <[[lc <o <ifilo -|[[0 <o <o =i|o -
serveriD 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
serverlist2 [0 /|0 =||0 «||[0 «||0 /|0 |0 -|[0 «|[0 <0 /[0 «||0 /|0 «|0 -0 -|C =
server ID 32 33 34 35 36 37 38 30 40 M 42 43 44 45 46 a7
severBst3 ([0 < |[[0 <[[[0 ~[[l0 <|[[0 <[00 {0 <o <l[lo <|[lc </fl0 <[[il0 ~|[[0 <o < ~]|o «
server ID 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
serverBatd ([0 |0 <[00 «||[0 +||0 <0 <llc =0 <0 <o </lo «||[[0 «||0 |0 -0 -l|c =

save

[ Parameter Description]

Parameter Description

Server list DSCP field has seven (0-63) is divided into four tables

Map the DSCP to COS fields (0 to 7), based on the cosine is
mapped to a queue

Queue ID

[ Instruction]

Cos priority is greater than the DSCP, DSCP priority is greater than the port.

[ Configuration Example]
Such as: The DSCP value of 3, 12, 23 mapping to cos 5.
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| Service class to queue mapping | | Differential service to service class mapping_| | Port to service class mapping |
I Differential service code point mapping team list
server ID 0 1 2 3 4 5 6 T 8 9 10 1 12 13\ 14 15
serverfisti | 0 -~ |0 +~ |0 « 5 w0 = [0 » [0 » [0 « [0 [0 |0 /[0 ~ |0 = 5 - ,.-"- 0 + 0 -
server ID 16 17 18 19 20 i | 22 53 \ 24 25 26 27 28 29 30 iy |
serverlist2 0 v 0 0 0 « 0 »« 0 ~ 0 )5 /0 0 |0 ~ 0 ~ 0 ~ 0 ~ 0 + 0 «
server ID 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
serverfist3 |0 ~ |0 +~ |0 |0 + 0 |0 |0 |0 |0 |0 +|0 ~|0 ~ 0 +~|0 ~ |0 + 0 «
server ID 48 49 50 5 52 53 54 55 56 57 58 59 60 61 62 63

serverlist4 |0 - 0 » 0 ~ 0 « 0 » 0 « 0 ~ 0 « 0 « 0 » 0 ~ 0 v 0 » 0 ~ 0 + 0 «

(" save )

4.8.3.3 Port to service class mapping

In the navigation bar to select "QOS>Mapping the Queue>Port to service class
mapping", port can be mapped to the corresponding service categories as shown.

‘ Service class to queue mapping ‘ ‘ Differential service to service class mapping ‘ ‘ /V"P'orr_t’t; service class n;aﬁﬁfh'q |

I port COS mapping

port: 1 -
serverD: 0 -
apply
I control list
port server ID
0 1 2 3 4 5 6 7
1 T
2 T
3 F
4 T
T
6 T
7 F
8 T
frist page prevpage [1][2][3][4] nexipage lastpagel /4page

[ Parameter Description ]

Parameter Description
Port Select the port number (1-26)
. Mapped to the service ID, and then according to the service ID
Service ID )
into the queue
[ Instruction]

Cos priority is greater than the DSCP, DSCP priority is greater than the port.

[ Configuration Example]
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Such as: Port 4, 5, 6 respectively cos4, cos5, cos6.

I port COS mapping

N
o

port: 4 | =
serveriD: 4 =
\apply )
I port COS mapping
port: 5 =
' |
serverilc 5 | -
CE-EF!'H_J‘; o
I port COS mapping
port’ 6 =
serveriD: 6/ -
FomEn
'h.%__EE__ﬂ.x’
I control list
i server ID
0 1 2 3 A : :
1 T
2 0
3 ]
4 (o
: T
5 0
7 ]
8 1
4.9 Address Table

In the navigation bar to select "Address Table", you can set to MAC add and delete,
MAC study and Aging and MAC address filtering.
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Mac add and delete Mac study and aging Mac address filtering

clear MAC: Clear appoint Maca -
Vlan: 1 (1-—-4084)

Mac address :

save

4.9.1 Mac add and delete

In the navigation bar to select "Address Table>Address Table>Mac add and delete",
you can add static Mac and delete Mac and view to the current of the Mac address table

as shown.

g Home I Address Table Config
B quicky set Mac study and aging Mac filter
» PORT
» VLAN clear MAC: | Clear appointMac; ¥
b Fault/Safety Vian: [t (1-4094)
Mac address :
» PoE
b MSTP B
» DHCP RELAY
4 6 8 10 12 14 16 18 20 22 24 25
» Qos DEEEEEEDEEQED
>
fddrTahle BUUUUUBUUBBUD
ﬁnnresﬂa‘% 9 11 13 15 17 18 21 23 25
» SNMP "7 Optional &7 Not optional G Selected | 1] Aggregation {2 Trunk
b SYSTEM Vian: |1 (1-4084)

Mac address :

save

MAC address list: | all M
serial number MAC address VLAN ID address type port Agggr'sfuagiun
1 00:1E:37:16:06:03 1 dynamic 17
2 00:EQ:4C36:0F:91 1 dynamic 17
3 08:60:6E:F0:3FAD 1 dymamic 17
4 00:E0:4C:68:00:01 1 dynamic 17

[ Parameter Description]

Parameter Description
Can choose to clear the multicast Mac address, clear
Clear Mac dynamic unicast Mac address, clear static unicast Mac

address, clear the specified Mac address, Mac address table
Fill in the need to add or delete VLAN id, not create vilans to
create can only take effect

VLAN

[ Instruction]

According to different conditions to clear Mac address, view/add/learn the Mac address,
Mac address filtering.

[ Configuration Example]
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Such as: 1) The port 6 Mac set to static Mac.

12 14 16 18 20 22 24 2§

EE@EEEEEEEEED
EEEEEEEEEEEED

13 15 17 19 21 23 25

[ 1 0Optional §23 Not optional F Selected T4 Agaregation §..7 Trunk
Viap il _'___““““w\j —4094)

Mac addresg@w 09:37: 35/
T
2) Clear port 6 static Mac addresses.

Mac add and delete Mac study and aging Mac filter

clear MAC: ::I':'Iear a_p_pni'nt Mac: ‘r'_:

Viad: [1 | (1-4094)
Mac address|: [00:01:15:09:37:35

4.9.2 Mac study and Aging

In the navigation bar to select "Address Table>Mac study and Aging"

port Mac address study limit and Mac address aging time as shown.

I Address Table Config

Mac add and delete ( JEERTREETHIGTRTISIAIN ) Mac address fiitering

, can be set up

2 4 65 8 10 12 14 16 18 20 22 24 26
Sy n o =
i i el e Sy wr i wr o
AR A A A R L S A
13 5 7 8 1 13 15 17 19 21 23 25
{2 Optional g3 Not optional §iEP Selected [T)Aggregation [} Trunk Tips : drag to select
Mac address study limit: 5191 (0 indicates not limit 0-8191)
save
Mac address Aging tme: 300 (0 indicates not aging, 10-1000000 second)
save
serial number port MAC address study limit number
1 Gioi2 8191
2 Gioz 8191
3 Gioi4 8191

[ Parameter Description]

Parameter Description

Mac address Range 0-8191, default 8191

Mac address study limit Default 300

[ Configuration Example ]

Such as: 1) Setting port 5,6,7,8 address study limit for 2000.
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Mac add and delete Mac study and aging Mac filter

10 12 14 16 18 20 22 24 925
Eﬂﬁéﬂﬂﬂﬂﬂﬂﬂﬂm
EEE@EEEEEBEED

et 9 o 13 4B 17 19 21 23 25

[ 1Optional 27 Notoptienal §g Selected [1]Aggregation §.]Trunk Tipsz drag to select multiple ports
Mac address studyﬁmit,r’zo’u?} (0-8191)

save

2) Will be dropped or learn the Mac address of the port equipment after 2 minutes
disappear automatically from the Mac address table.

Mac address Aging t\met':lgi\) (0 indicates no aging,10-1000000 second)
serial number port MAC address study limit number
1 Gion 8191
2 Gi0z2 8191
3 Gili3 2819
4 Gidid 813
Ginis 2000
[} Gilig 2000
7 GioiT 2000
8 Gioig 2000

first page prevpage [1] [2][3][4] nextpage lastpagel I4page

4.9.3 Mac address filtering

In the navigation bar to select "Address Table>Mac address Filtering”, can be filtered
according to the condition does not need the Mac address as shown.

Mac add and delete Mac study and aging Mac filter

Mac address:

Vian: (1-4094}
save delste
MAC address VLAN ID address type
first page prev page [1] [2112] [41[5] next page lastpagel /11page
[ Parameter Description ]
Parameter Description
Mac address Can not add multicast Mac address

VLAN VLAN number

[ Configuration Example]
Such as: The Mac address for 00:20:15:09:12:12 added to the filter in the table.
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Mac add and delete Mac study and aging m

Mac address? o0:20: 15:09:12:12 ™

)
Vians{L_ Lt1-4094)
delete

MAC address VLANID address type

firstpage prev page [1][21[31[4115] nextpage lastpage {11page

4.10 SNMP

In the navigation bar to select "SNMP", you can set to the SNMP Config and RMON
Config.

» SNMP

* Snmp Config

* Rmon Config

4.10.1 SNMP Config

4.10.1.1 SNMP Config

In the navigation bar to select "SNMP>SNMP Config", you can SNMP function enable as
shown.

B ome ‘ CSNWIP config || communityconfig || Groupconfig || Userconfig || Trapconfig || Viewconfig |
B quicky set I SHMP config
» PORT —
> VLAN E—

» Fault/Safety

» PoE

» MSTP

» DHCP RELAY

> QOS

» Addr Table

» SHMP
(_"§r7mﬁoﬁf@"_>

* Rmon Config

P SYSTEM

[ Instruction]

The SNMP function must be turned on in the configuration RMON, otherwise it will be
configured to fail.

[ Configuration Example ]
Such as: Open SNMP.
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| SNMP config || Community config || Group config || User config \| Trap config || View config ‘

I SHNMP config

@) >

4.10.1.2 Community Config

In the navigation bar to select "SNMP >SNMP Config>Community Config"”, can specify
group access as shown.

! SNMP config H @}H;n]mty:a;@ || Group config H User config H Trap config H View config ‘
I SNMP community list

Community name Access authority Operation

& New community & Delete select community first page prevpage [1] nextpage lastpage/t I 1page

[ Parameter Description ]

Parameter Description

Community string, is equal to the NMS and SNMP agent

Grou
P communication between the password

Read-only: specify the NMS (SNMP host) of MIB variables can
only be read, cannot be modified

Read-only can write: specify the NMS (SNMP host) of MIB
variables can only read, can also be modified

Access authority

[ Instruction)

The upper limit of the number of groups is 8.

[ Configuration Example]

Such as: Add a read-write group called public.

‘ SNMP config || Community config ‘ | Group config || User config ‘ | Trap config ‘ | View config
I_/"__"‘\I L @ o SNMP community configuration
Community name : public = PBtring length[1-16]

Access authority : | | Read Write

4.10.1.3 Group Config

In the navigation bar to select "SNMP>SNMP Config>Group Config", setting SNMP
group as shown.
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| snmP config | | Community config | | @:tcup conf@‘! | | userconfig | ‘ Trap config || View config |
I SNMP group
Group name Security level Read view Read and write view Hotify view Operation

@ Newgroup @ Delete select group first page prevpage [1] nextpage lastpage|t {1page

[ Parameter Description ]

Parameter Description

Group name Group name

Attestation not only encryption: This group of users
transmission of the message need to verify the data don't
need to confidential

No authentication encryption: This group of users' messages
Security level don't need to verify data transmission also does not need to
be kept secret

Both authentication and encryption: This group of users need
to verify the news of transmission and transmission of data
need to be kept secret

Read view, read and
write view, study view

The associated view name

[ Instruction]

Before the cap on the number set of configuration of 8, the new group needs a new view
to create a group.

[ Configuration Example]

Such as: Firstly, new view 123, then new group of goup1.

I View rule list| 123 x; Delete view
Rule MIB subtree OID Subtree mask Operation
included 1.3.6.1 2 R
© Newviewrule @ Delete select view rule first page prevpage [1] nextpage lastpage|l I 1page
SNMP config || Community config || Group config || User config H Trap config H View config
e New group
€ .- Dt
— Group name : goupl * String length[1-18)
Security level : Authentication and
Read view : none

Read and write view {  none

IIEHENE]

Hotify view : none

3 N

4.10.1.4 User config
In the navigation bar to select "SNMP>SNMP Config>User Config", setting SNMP user
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as shown.

SNMP config Community config Group config /LTs_er COI'Iﬂ_gi--\ | Trap config View config
]
I SNMP user

User name Security level Group name Authentication mode Encrypt mode Operation

& Newuser @& Delete select user first page prevpage [1] nextpage lastpage(l /1page

[ Parameter Description]

Parameter Description

User name User name, range 1-16

Attestation not only encryption: this group of users
transmission of the message need to verify the data don't
need to confidential

No authentication encryption: this group of users' messages
Security level don't need to verify data transmission also does not need to
be kept secret

Both authentication and encryption: this group of users need
to verify the news of transmission and transmission of data
need to be kept secret

Specified use MD5 authentication protocol or SHA
authentication protocol

Authentication mode

Authentication

Range 8-10
password

Specified using AES encryption protocol or DES encryption

Encrypt mode
protocol

Group name A user group name

Encrypt password Range 8-60

[ Instruction)

Cap on the number configuration of 8, users need a new view and group to use, the user's
security level must be consistent with the group level of security. Add a user authentication
and encryption, and configure belong to groups of users, the user will be used for Snmpv3
connection.

[ Configuration Example]

Such as: New view 123, the newly built group group1, new users user1.
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SNMP config H Community config |\ Groupconfig || Userconfig || Trap config I‘ View config

= Edit SNMP user

Bl S

I User name : userl * [String length[1-16]
Security level : Authenticationand ¥
Group name : goup1 A
Authentication mode : MDs gl
Authentication password : 12345678 | * |5tring length{8-80]
Confirm authentication password [ 12345678
Encrypt mode : DES v
Encrypted password : * [String length[a-60]
Confirm encrypted password :
=

4.10.1.5 Trap

In the navigation bar to select "SNMP>SNMP Config>Trap Config", can specify sent the
trap messages to SNMP host (NMS) as shown.

| SNMP config | | Community config | | Group config | | User config ‘ | Q’r’ap config ) | | View config ‘
I Trap destination host
Destination [P address Address type Security name UDP port number Security mode Operation

& Newtrap @@ Delete select trap first page prev page [1] next page last pagell { 1page

[ Parameter Description]

Parameter Description
Destination ip address | SNMP host ipv4 address
Security name SNMP user name
Version V1,V2,V3
) Specified using AES encryption protocol or DES encryption
Security mode
protocol
Group name User group name

[ Instruction]

The Trap cap on the number configuration of 8, you can configure a number of different
SNMP Trap host used to receive messages. Trigger the trap message time: Port
Linkup/Linkdown, equipment of cold - start (restart when power supply drop)/warm - start
(a warm restart), and RMON set port statistical fluctuation threshold.

[ Configuration Example ]

Such as: Setting hoset 192.168.2.30 receive trap information.
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SNMP config | | Community config ‘ | Group config | | User config ‘ | Trap config | | View config ‘
st — o NE\;V Trap

QEDEE

I Destination IP address : [[192. 188.2. 30
Address type : IP w4 v
Security name : userl v
UDP port number : 182
Security mode : w1 v

= =

4.10.1.6 View config

In the navigation bar to select "SNMP>SNMP Config>View Config", set the view the
rules to allow or disable access to some of the MIB object as shown.

| SNMP config | ‘ Community config || Group config H User config || Trap config H@__ew :n;-nfiéfj
View name * String length[1-18]
MNew view
I View rule list| 123 v | | Delete view
fule MIE subiree OID Shfrea v Ot
e g z X
@ Newviewrule @ Delete select view rule first page prev page [1] nex page last page|l /1page
[ Parameter Description]
Parameter Description
View name View mane
Include Indicate the MIB object number contained within the view
Exclude Indicate the MIB object son number was left out of view
MIB subtree OID View the associated MIB object, is a number of MIB
Subtree mask MIB OID mask
[ Instruction]

Each view is best to configure a view rule, otherwise it will affect the SNMP function.

[ Configuration Example]

Such as: Establish a view 123, MIB subtree oid 1.3.6.1 contain among them.

‘ SNMP config | | Community config | ‘ Group config | | User config | ‘ Trap config | | View config
Viewr:arne‘ﬁéi:) * 8tring length[1-16]
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Edit view rule

Excluded is not effective for a subset of the excluded content, which is not valid for the included

e ) Rule £ ® D] Exclude
’ —
MIB subtree G‘D:\‘-,l_'i'ﬁ 1] 7{__) | * String length[1-128]

Subtree mask : * String length[1-21]

= e

4.10.2 Rmon Config

4.10.2.1 Statistics Group

In the navigation bar to select "SNMP>RMON Config>Statistics Group"”, set an
Ethernet interface statistics as shown.

B Home ‘ Statistics group H History group H Alarm group H Event group !
B quicky set I Count group list
» PORT

b VLAN

» Fault/Safety
» PoE

* MSTP

» DHCP RELAY
» Qos

» Addr Table
» SHMP

Index Interface name Owner Status Operation

@ New countaroup @ Delete select count group first page prevpage [1] nextpage |astpage|l !1page

* Snmp Config

¢ * Rmon Config )

b SYSTEM

[ Parameter Description ]

Parameter Description

Index The index number, the value range of statistical information
table is 1 ~ 65535
Interface mane To monitor the source port

Ower Set the table creator, range: 1 ~ 30 characters of a string

[ Instruction]

At the time of configuration RMON SNMP functions must be open, otherwise the prompt
dialog box will appear.

[ Configuration Example]

Such as: Set up monitoring Ethernet port after 4 to check the data.
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Statistics group | | History group | | Alarm group ‘ ‘ Event group |
— Statistical group configuration
@ Mew coudaiom~Q Del
. Index|; [77 [1-65535]
Interface name|: | interface Gi0/4 i
Owner: [Coco String length(1-30]

=3

Statistics group H History group || Alarm group H Event group

Statistical information —_—

Number of packet discarding events :

Humber of received bytes :

Number of received packets iL

Humber of received broadcasting packets :
Humber of received multicast packets :

Number of received packets with CRC check failed :
Number of received packets smaller than 64 bytes :

o oo oo o oo

Number of Received packets larger than 1518 bytes :
Number of received packets smaller than 64 bytes =

Quit

4.10.2.2 History Group

In the navigation bar to select "SNMP>RMON Config>History Group", record the history
of an Ethernet interface information as shown.

| Statistics group || r‘\lfif'fo_ry g@?f:)“ Alarm group H Event group \

I History group list
Index Interface name Maximum number of samples Sample period Owner Status Operation

&) New history group @ Delete select history group first page prevpage [1] nextpage lastpagell f1page

[ Parameter Description ]

Parameter Description

Historical control table item index number, value range is 1 ~
65535

Interface name To record the Ethernet interface

Set the history control table item of the corresponding table
capacity, namely the Max for number of records the history
table, value range is 1 ~ 65535

Set up the statistical period, scope for 5 ~ 3600, the unit is in
seconds

index

Maximum number of
samples

Sample period

owner Set the table creator, range: 1 ~ 30 characters of a string
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[ Instruction]

At the time of configuration RMON SNMP functions must be open, otherwise the prompt
dialog box will appear.

[ Configuration Example ]

Such as: Monitor Ethernet port 4 historical information.

‘ Statistics group || History group H Alarm group H Event group |

History group configuration

T ew sty Tyun—S-Doicie
— Index: 22 * [1-65535]
Interface name: interface Gi0/1 kil
Maximum number of samples:| (22222 * [1-65535]
Sample period : 23 * Second
Owner: 1 * Sfring length[1-30] -

= &N

4.10.2.3 Alarm Group

In the navigation bar to select "SNMP>RMON Config>Alarm Group", define alarm group
as shown.

Statistics group History group ¢ Alarm group Event group
Alarm group >

I Alarm group list

Mo Static Statistical Sampling time  Sample A The alarm Events that exceed the Alarm Events below the Ower| Status’| Opsration
table  groupindex interval type valupe threshold limit threshold limit threshold limit threshold limit P
& Newalarm group & Delete select alarm group first page prevpage [1] nextpage last page(l ! 1page

[ Parameter Description ]

Parameter Description
Index The alarm list items index number, value range is 1 ~
65535
Statistical type values :3:DropEvents; 4:0ctets; 5:Pkits;
6:BroadcastPkts; 7:MulticastPkts; 8:CRCAlignErrors;
9:UndersizePkts; 10:OversizePkts; 11:Fragments;
Static table 12:Jabbers; 12:Collisions; 14:Pkts64Octets;
15:Pkts65t0127Octets; 16:Pkts128t02550ctets;
17:Pkts256t05110ctets; 18:Pkts512t010230ctets;

19:Pkts1024t015180ctets

Set up the corresponding statistics statistical index number,
decided to statistics to monitor the port number

Sampling time interval, the scope for 5 ~ 65535, the unit for
seconds

Statistical index

Sampling interval

The sampling type Sample types for the absolute value of sampling, the
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sampling time arrived directly extracting the value of a
variable

Sampling type for change value sampling, extraction of the
arrival of the sampling time is variable in the change of the
sampling interval value

The latest sampling

The alarm threshold

. Set the upper limit the Parameter values
upper limit

The alarm threshold
lower limit
Above/below the

threshold limit of Upper/lower limit reached, for each event

Set the lower limit Parameter values

events

Set the table creator, ownername for 1 ~ 30 characters of a
string

Owner

[ Instruction]

At the time of configuration RMON SNMP functions must be open, otherwise the prompt
dialog box will appear. This configuration need to configure statistics groups and events.

[ Configuration Example]

Such as: New statistics group of 77 and the event group 345, set up more than 12 and
below the lower limit 3, beyond the scope of alarm.

‘ Statistics group | | History group | ‘ Alarm group | | Event group |

(':7 7:)' T *S | | ingax: 123 [1-65535)
Static table: DropEvents v
Statistical group index: TE :
Sampling time interval: 123 Second(s
Sample type: Absolute r
Ower: Coco String length[1-30]
The alarm threshold limit: 12 [0-2147483647]
Events that exceed the threshold limig | 345 ¥
Alarm threshold limit: 3 [0-2147483647]
Events below the threshold limit: 345 v
=2

4.10.2.4 Event Group

In the navigation bar to select "SNMP>RMON Config>Event Group", the way in which
define events trigger and record them as shown.
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i Statistics Group || History Group H Alarm Group ‘ ‘ ("Event Group
I event group list
5] index description owner action status aperation

& neweventgroup @ delete select event group fristpage prevpage[1] nextpage lastpagel {1page

[ Parameter Description ]

Parameter Description
Index The index number, the value range of the event table is 1 ~
65535
The Trap events, when the event is triggered, the system will
Description send the Trap message

Log events, when the event is triggered, the system will log
Set the table creator, ownername for 1 ~ 30 characters of a
string

Owner

[ Instruction)

At the time of configuration RMON SNMP functions must be open, otherwise the prompt
dialog box will appear.

[ Configuration Example]

Such as: Create an event to trigger 345, the system sends the trap message and log.

‘ Statistics group || History group H Alarm group H Event group ‘

— Event group configuration

oup—=—SsieE
S Index: 45 * [1-65538)
Description 21z * String length{1-30]
Owner: Caco * 8tring length[1-30]
Action: # Log  Trap

=

4.11 System

In the navigation bar to select "System", you can set to the System Config, System
Update, Config Management, Config Save, Administor Privileges and Info Collect.
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P SYSTEM

* System Config

*  System Update

* Caonfig Managem...
*  Config Save

*  Administrator Pri...

* |nfo Collect

4.11.1 System Config

4.11.1.1 System settings

In the navigation bar to select "System>System Config>System settings”, basic
information set switch as shown.

8 rome | System settings H System restart H Password “ Ssh legin H Telnet login H System log

B ouicky set I system basic information

» PORT

VLAN: 1 v Device MAC: [00:E0:4C:00:00:01
» VLAN

IP: 182, 188.2. 1 N Device name: [Switch

P Fault/Safety

Mask: 255. 255.255.0 » Device position:
» PoE
» MSTP Default gateway: 0.0.0.0 Contacts:
» DHCP RELAY Jumboframe: 1515 (1518-9218) Contact information:
P QOS5 DHNS server: 0.0.0.0
» Addr Table Login
» SHMP timeout{minute): |30
» SYSTEM Save Set management vian

<+ System Config >
S—— I System time
* System Update
current system time: 2000year01month01dayMorning08:02:03
* Config Managem =
Set time:
* LonRgtale NTP Server

* Administrator Pri. Save

* Info Collect

[ Parameter Description]

Parameter Description
Device name Switch name
Manage VLAN Switches use VLAN management
Manage ip Switch IP address management
Timeout Don't use more than login timeout after login to log in again

[ Configuration Example ]

Such as: 1) Set up the VLAN 2 is management VLAN, should first created VLAN 2 the
VLAN Settings, and set a free port in the VLAN 2.
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= setting unk-port setting iybrid-port setting
B ome VLAN setti Trunk-port setti Hybrid-port sett
B Quicky Set I VLAN st
»
PORL &l VLANID VLAN name VLAN IP address port operation
* VLAN
& Vian Config 1 VLANODO1 192.168.2. 1124 1-8,11-26 2
¥ Fault/Safety a 2 VLANOO0Z %10 z %X
¥ POE @ NewVLAN @ delete selected VLAN fristpage prevpage[1] nextpage lastpaget I1page
» ucte

[ System settings ” System restart H Password H

I system basic information

Ssh legin H Telnet login H System log

VLAN: |1

IP: 192 168. 2.1 e

Mask: 255 255 255.0 B

Default gateway: Iu pooo |
[ists |(1518-9218)

DNS server: [0.0,0.0 |

Jumboframe:

Login
timeout(minute}: 30
Bl

Device MAC: [00:E0:4C:00:00:01

Device name: [switeh |
Device position: I:I
Contacts: | |

Contact information: I:I

‘_ System settings H System restart H Password change

system basic information

| | System log

manage VLAH: 2|

default

gateway: 0.0.0.0

DNS server: 0.0.0.0

login
timeout{minute): .30

manage IP: 192.168.2.1 |

mask: [255.255.266.0 |

device MAC: [00:94:00:09:08:07 |

device name: Switch ]

device position: | |

Contact person: | I

[ Contact

information: |

= ==

2) Insert the PC interface 9 or 10 ports, set up the management IP for 192.168.2.12,
device name is yoyo, timeout for 20 minutes.

[ System settings ” System restart H Password change H systemlog |

I system basic information

manage VLAN: 2 device MAC: |00:94:00:09:08:07 |

—
manage EP‘&W

*

mask: 255255 255.0 ° device position:
default Contact person:

gateway: 0.0.0.0
DHS server: 0.0.0.0 Contact
information:

login .
timeout{minute): L/

|@:_aveseﬂ?@ H Set management vian

3) Use 192.168.1.12 logging in, sets the system time.
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I system time

current system time: 2000year01month01dayMorning07:53:25

Reset time: ! I

[ Automati ¢ 4 pow 2005 P #

C?E‘""'E SEEEH Sun Mon Tue Wed Thu Fri Sat
—— 1 2 3 4 5 67
8 9 10 11 121214

15 16 17 18 19 2021

22 33 24035 26 27T 28

20 30 1 2 3 4 5

(3 ¥ 8 g 10 1112

Time [16: 51: 25[3
| Clear |{Tuda?fi oK |

4.11.1.2 System restart

In the navigation bar to select "System Config>System restart”, equipment can be
restarted as shown.

5;3, Home | System settings H _ystem re;t:ﬁ) H Password H Ssh login H Telnet login H System log

B cuickly Set
Restart
» PORT
» VLAN
» Fault/Safety
» PoE
» MSTP
» DHCP RELAY
» Qos
» Addr Table
» SNMP
P SYSTEM
e
*+  System Update
* Config Managem...
* Config Save
*  Administrator Pri...

* Info Collect

[ Instruction]

Click the button to restart the switch.The restart process may take 1 minute. Please wait
patiently. The page will be refreshed automatically after device restart.

[ Configuration Example ]

Such as: Click "restart" button.
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‘ System settings H System restart || Password H ssh login H Telnet login || System log ‘

4.11.1.3 Password

In the navigation bar to select "System Config>Password", the password change to
equipment as shown.

B Home ‘ System settings H System restart H Gégﬁﬁ:‘) ‘ ‘ Ssh login H Telnet login H System log
B ouicky set I Change root user password T

PORT

VLAN

Fault/Safety

Old password:
New password:

Password again:
PoE

MSTP Save Clear
DHCP RELAY
Qos
Addr Table
SNMP
SYSTEM
¢ System Config >

Yy v YTy vvyvvywyew

+ SystemUpdale
*  Config Managem
* Config Save

*  Administrator Pri

* Info Collect

[ Instruction]

1. If you set a new Web login password, then log in again after seting the new password.
2. Password can not contain Chinese, full-width characters, question marks and spaces.
3. If forget the password reset, can be reset in the console.

switch(config) # password admin.

New Password:3456.

Confirm Password:3456.

[ Configuration Example]

Such as: Amend the password to 1234.

| System settings H System restart H Password |! Ssh login || Telnet login H System log

I Change root user password

Old passwordy|* =+~
New password{|+ -+

Password again|* =+

(839 Clear
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4.11.1.4 SSH login

In the navigation bar to select "System Config>SSH login", equipment can be restarted
as shown.

[ Instruction]

Configure the user through the SSH login device to be turned on to enable the switch.

B Home ‘ System settings H System restart H Password H (isp Iugia) H Telnet login H System log |

B Quicky set I SSH config
PORT .
VLAN L Closed)

Fault/Safety
PoE

MSTP

DHCP RELAY
Qos

Addr Table
SNMP
SYSTEM

& System Config_>

Yy v YTy wvwyvwvyyow

*  System Update

*  Config Managem
* Config Save

¢ Administrator Pri

* Info Collect

[ Configuration Example]

Such as: the SSH open, CRT can be used to log on.

‘ System settings H System restart H Password H Ssh login H Telnet login H System log
| sstcontia

)

e

4.11.1.5 Telnet login

In the navigation bar to select "System Config>Telnet login", equipment can be
restarted as shown.

B vome

‘ System settings ||  System restart H Password H Ssh login H-:’jelnetlugi?)” system log
B Quicky set I Teinet config

PORT
Ak L oree ]

Fault/Safety
PoE

MSTP

DHCP RELAY
aos

Addr Table

¥ vV VYYTYTYTVYVYVYTw

SHMP

SYSTEM

& Systemconfig >
= Bus a2

*  System Update
* Config Managem
* Config Save

*  Administrator Pri

* Info Collect

[ Instruction)

Configure the user through the Telnet login device to be turned on to enable the switch.
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[ Configuration Example]

Such as: Telnet will open, the computer Telnet function opens, can be logged on.

‘ System settings H System restart H Password H Ssh login H Telnet login H System log |

I Telnet config

4.11.1.6 System log

In the navigation bar to select "System Config>system log", to view the log and set up
the log server as shown.

B Home ‘ System settings H System restart H Password H Ssh login H Telnet login H (:s_istem Igg‘)

B quickly set I Vo s -
» PORT Log switch: (T
* VLAN Server IP:;
» Fault/Safety Send log level: | Informational(8) v
» PoE Save settings
>

L I Current log information
» DHCP RELAY
» QOS Key Query Clear log
» Addr Table

Syslog logging: enabled
» SNMP Console logging: disabled
» SYSTEM Menitor legging: level debugging, 0 messages logged
W Buffer logging: level debugging, 416 messages lagged
& System Cmng) Timestamp debug messages: datetime
= — Timestamp log messages: datetime
* System Update Sequence-number log messages: disable
Sysname log messages: disable
* Config Managem Trap logging: level informational, 416 message lines logged, 0 fail
. B Log Buffer (Total 4096 Bytes):
Config Save Jan 0101:52:45 %PORTMANAGE-Informational-PORT. set port 3 jumboframe 1518 biyes.

Jan 01 01:52:45 %PORTMANAGE-Informational-PORT: set port4 jumboframe 1518 btyes

Jan 01 01:52:45 %PORTMANAGE-Informational-PORT: set port 5 jumbaframe 1518 biyes.

Jan 01 01:52:45 %PORTMANAGE-Informational-PORT: set port 6 jumboframe 1518 biyes

Jan 01 01:52:45 %PORTMANAGE-Informational-PORT. set port 7 jumboframe 1518 biyes.

Jan 0101:52:45 %PORTWMANAGE-Informational-PORT: set port 8 jumboframe 1518 btyes.

Jan 01 01:52:45 %PORTMANAGE-Informational-PORT: set port 8 jumboframe 1518 btyes.

Jan 01 01:52:45 %PORTMANAGE-Informatienal-PORT: set port 10 jumboframe 1518 biyes.

Jan 0101:52:45 %PORTWANAGE-Informational-PORT: set port 11 jumboframe 1518 biyes s
Jan 0101:52:45 %PORTMANAGE-Informational-PORT: set port 12 jumboframe 1518 biyes 2

*  Administrator Pri

* Info Collect

[ Parameter Description ]

Parameter Description
Log switch Open and close
Server IP Appoint to server address
Send log level 0-7
key Enter the required query of characters

[ Instruction ]

Open log switch, set up the syslog server, system log will automatically be pushed to the
server.

[ Configuration Example]

Such as: 1) The error log information in 192.168.1.3 pushed to the server.
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| System settings || System restart || Password || ssh login H Telnet login H system log
ILogconﬂg
Log switch: |;
server IP: 182.168.1 3
send log levg!: | Emors(3) v
=
Save sett

2) Input the Mac keywords, click "query" button, click on the "clear log" button, can clear

the log.

I Current log information

T d
K ( )
ey \\f]uer}f/. Clear log

Syslog logging: enabled

Console logging: disabled

Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 419 messages logged
Timestamp debug messages: datetime

Timestamp log messages: datetime
Sequence-number log messages: disable

Sysname log messages: disable

Trap logaing: level errors, 418 message lines logged, 0 fail

logging to 192.168.1.3
Log Buffer (Total 4096 Bytes):

Jan 01 01:52:45 %PORTMANAGE-Informational-PORT:
Jan 01 01:52:45 %PORTMANAGE-Informational-PORT:
Jan 01 01:52:45 %PORTMAMAGE-Informational-PORT:
Jan 01 01:52:45 %PORTMANAGE-Informational-PORT:
Jan 01 01:52:45 %PORTMANAGE-Informational-PORT:
Jan 01 01:52:45 %PORTMAMAGE-Informational-PORT:
Jan 01 01:52:45 %PORTMANAGE-Informational-PORT:

setport & jumboframe 1518 biyes
setport 7 jumboframe 1518 btyes.
setport B8 jumboframe 1518 btyes.
setport @ jumboeframe 1518 otyes.

getpord 10 jumboframe 1518 biyes.

setport 11 jumboframe 1518 btyes

setport 12 jumboframe 1518 biyes.

Jan 01 01:52:45 %PORTMANAGE-Informational-FORT: set port 13 jumboframe 1518 biyes. e
Jan 01 01:52:45 %PORTMANAGE-Informational-PORT: setport 14 jumboframe 1518 btyes. A

4.11.2 System Upgrade

In the navigation bar to select "System>System Upgrade". Optional upgrade file to
upgrade as shown.

B ome | System upgrade ‘

L] i =
W Quickly Set ICnrrent software version : D160603

PORE File name: No file selected. Start upgrade
VLAN
Fault/Safety
PoE

MSTP

DHCP RELAY
Qos

Addr Table
SNMP

SYSTEM

* System Config

Yy v VY wwywvowywowew

System U

date >

Config Manage...

Config Save

Administrator Pr...

Info Collect

Such as: select the file to upgrade.
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| System upgrade |

Icurrent software version : D150603

— T =
File name: {__Browse. _&n file selected. ( Start upgrade| )
S B il

—

& File Upload
() [ « PR » FR-S3026PEGMF-D-D1606.. - 4][ 2

izl FEEE
= BimAEsE =
__| FR-53026PEGMF-D-D160603-GE-P.bix

- = [ | FR-S3026PEGMF-D-D160603-GB-U.bix
il PRTVARST '

= R
=h=l
G BETE
o BFE

d index

1 R
£, mimEs )
a TR (D)
o FHEEER (E) . i . b

IIHE(N): FR-S3026PEGMF-D-D160603-GB- - [AII Files v‘

(\fﬂ;@\m mg |

[ Instruction]

1. Please confirm that the upgraded version of the same model and the same model.
2. In the upgrade process, you may encounter flash to make the page is temporarily

unable to respond to the page, this time can not power off or restart the device, until

prompted to upgrade successfully!

4.11.3 Config Management

4.11.3.1 Current configuration

In the navigation bar to select "System>Config Management>Current configuration”,
can import and export configuration files, the backup file as shown.

= Home ‘ Config export and import H Config restore ‘ ‘ Factory reset ‘
B Quickly Set
Show Current Config| | Export Config
* PORT
* vian @ Backup @ Import configuration
2 File name: conf
Fault/Safety
Confirm backup
* PoE
» MSTP | Backup file list
» DHCP RELAY
Name Size MTime
» QoS
» Addr Table Switch123.conf 32.86K 04:44:07 2000-01-01
» SNMP
» SYSTEM

* System Config
* System Update

€7 config Manage..y

* Config Save
*  Administrator Pr...

* Info Collect
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[ Instruction]

Import process can not be closed or refresh the page, or import will fail!
After the introduction of configuration, to enable the new configuration, please in this page
Restart device Otherwise configuration does not take effect.

[ Configuration Example ]

Such as: 1) In the configuration first save the page, click save configuration to save the

current configuration, then export the configuration.

| Config export and import ‘ ‘ Config restore ‘ ‘ Factory reset |
N e
Show Current Config ’\ Export Config| )

@ Backup @ Import configuration"\

File name: | Browse.. | No file salatt\gd‘
\
A

Import configuration

I Backup file list Opening switch.conf

You have chosen to open:
Nameg
|_| switch.conf

Switch123.conf which is: conf File

from: http://192.168.1.2
What should Firefox do with this file?

© Openwith [i22%

) Save File

Do this automatically for files like this from now on.

MTime

04:44:07 2000-01-01

2) import configuration.

| Config export and import || Config restore || Factory reset

Show Current Config| | Export Config

© Backup Lt;‘_'_!m@rt conﬂguﬁt_iﬂ.rl—)

File name: f Browse... switch.?apl)

Gmpor{ configuration

o
e

& File Upload

| Backup file list
Name

Switch123.conf

uQ | & » Administrator » &
i

=

Bzl g

1]

o TE
W ==

|| switch(1).conf

|| switch(2).conf

MTime

| ] switch.conf

= SRAFNEE

m

=l
@l PPTVHIER
B wn
=h=ly
= o
5 RETE
o BF

M pER |4 ({11

STEFE(N): switch.conf

L3

~ [ Files

1

Co) [ =

|

3) backup.
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Show Current Config | Export Config

B x| . 3

(@ @1

~\_.7__Bac|-£|:|rp,,l _) Import configuration
File name: (1 )

G

| Backup file list

.conf

Name Size MTime

Switch123.conf 32.86K 04:44:07 2000-01-01

4.11.3.2 Configuration backup

In the navigation bar to select "System>Config Management>Configuration backup"”,
you can configure backup file as shown.

| Config export and import ‘ | anfig restore ‘)| | Factory reset ‘
Name Size MTime
Switch123.conf 32.86K 04:44:07 2000-01-01
© 1234.conf 30.57K 02:34:31 2000-01-01
@ Restore backup ) Delete backup @ Save backup ) Rename backup

Confirm recovery

[ Instruction]

Operating this page should be in the current configuration page first, the backup file.

[ Configuration Example ]

Such as: Restore backup.

| Config export and import || Config restore || Factory reset
Name Size MTime
Switch123.conf 32.86K 04:44:07 2000-01-01
(-_9:: 123%EED 30.57K 02:34:31 2000-01-01
RestErE)bﬁkuL.'Diete_bEckup O Save backup (f;FEe;me ba;t.l:pi::\
‘Rgname: swert _ lconb> -

onfirm rename™—,
= e

4.11.3.3 Restore factory configuration

In the navigation bar to select "System>Config Management>Restore factory
configuration”, can export the current configuration and restore factory configuration as
shown.

76



3onedata

Make network communication more reliable P85026G'2GS'24P0E User Manual

2 Home Config export and import ‘ | Config restore | ‘(FE&:WFEER\,

B Quickly Set
Export current config| | Restore to factory
PORT

VLAN
Fault/Safety
PoE

MSTP

DHCP RELAY
Qos

Addr Table
SNMP

SYSTEM

* System Config

Yy vy VvYTVvTVvTrTwwvew

* System Update
*_Config Manage...
* Config Save

*  Administrator Pr..

* Info Collect

[ Instruction]

Restore the factory configuration, will delete all the current configuration. If you have any
useful configuration, the current system can lead the factory configuration again after the
current configuration.

[ Configuration Example]

Such as: Restore configuration can be the guide before they leave the current
configuration.

| Config export and import ‘ ‘ Config restore ‘ ‘ Factory reset

@t current 2@ .estore to fadol

4.11.4 Config Save

In the navigation bar to select "System>Config Save", you can save current
configuration as shown.

B tome
Save settings
B Quicky Set
PORT
VLAN
Fault/Safety
PoE
MSTP
DHCP RELAY
Qos
Addr Table
SNMP
SYSTEM

* System Config

Yy v VYT Vvwvvwywvwvowow

* System Update

* Config Manage...

< _config Save >

* Administrator Pr...

* Info Collect
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[ Instruction]

Save settings will delete all default configurations. If there are useful configurations, click
backup Configurations before save the settings.

[ Configuration Example ]

Such as: Click "save settings" button.

s
\Sa_\ie semj?f/)

4.11.5 Administrator Privileges

In the navigation bar to select "System>Administrator Privileges", configurable
ordinary users as shown.

B Home Administrator privileges
B Quickly Set
User name:
» PORT
3
bl Confirm

* Fault/Safety password:

New password:

¥ PoE Add user
» MSTP

* DHCP RELAY
» Qos User name Operation
* Addr Table
> SNMP

» SYSTEM == 2

* System Config

I User list

admin @

first page prev page [1] next page last pagel / 1page

[ Instruction]

Only the admin of the super administrator can access this page is used to manage users
and visitors. The user can log in the Web management system of equipment for routine
maintenance. In addition to the admin and user, can add up to five users. Ordinary users
can only access information system home page.

[ Configuration Example ]

Such as:
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User name: 1234
New password: | esss

Confirm

password: (TTT)

I User list
User name Operation
admin "4
user 2
first page prev page [1] next page last pagel / 1page

4.11.6 Info Collect

In the navigation bar to select "System>Info Collect”, you can collect to the system
debug information as shown.

B vome
Collect

B Quickly Set

» PORT

* VLAN

Fault/Safety

PoE

MsSTP

DHCP RELAY

Qos

Addr Table

SNMP

SYSTEM

*  System Config

-

vy v wwvwwow

*  System Update

* Config Manage...
* Config Save

* _Administrator Pr...
— ==

(o Collect )

[ Instruction]

Collect useful information, it may take a few moment.

[ Configuration Example ]

Such as: Click on "collect" button.

1 o
(|collect] )
i -
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Appendix: Technical Specifications

IEEE 802.3i, IEEE 802.3u, IEEE 802.3ab, IEEE 802.3x,
Standards IEEE 802.3z, IEEE 802.3at, IEEE 802.3af, IEEE 802.1q,
IEEE 802.1p

10Base-T: UTP category 3, 4, 5 cable (maximum 100m)
100Base-Tx: UTP category 5, 5e cable (maximum 100m)
1000Base-T: UTP category 5e, 6 cable (maximum 100m)
1000Base-SX:62.5 1t m/50 1 m MMF(2m~550m)
1000Base-LX:62.5 1 m/50 p m MMF(2m~550m) or 10 1 m
SMF(2m~5000m)

24 x 10/100/1000Mbps Auto-Negotiation ports

Number of Ports 2 x 100/1000Mbps SFP ports

1x Console port

Network Media (Cable)

Transfer Method Store-and-Forward
Switching Capacity 52G

MAC Address Learning | 8K

Packet Forwarding Rate | 38.69Mpps

Packet Buffer 4.1Mbit
Jumbo Frame 9216Bytes
PoE Ports(RJ45) 24* PoE ports compliant with 802.3at/af
PoE Budget 380W
Power Pin Assignment 1/2(+),3/6(-)
Per

) Power,System
Indicators Device

Per Port Link/Activity/Speed, PoE

10Mbps: 14880pps

100Mbps: 148800pps

1000Mbps: 1488000pps

Dimensions (L x W x H) | 44020844 mm

Power Supply 100~240VAC,50/60HZ,400W internal power
Power consumption Maximum(PoE on): 435W (220V/50Hz)
Operating Temperature: 0°C~50°C

Storage Temperature: -40°C~70°C
Operating Humidity: 10%~90% non-condensing
Storage humidity: 5%~90% non-condensing

Frame Filtering and
Forward Rate

Environment
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Ethernet Setup
STP/RSTP/MSTP
Storm-control

Port Monitor

Port rate-limit

MAC filtering

The ARP deception, the network
cheating

Filtering the IP port

Three layers of functional Static binding IP and MAC
Arp trust port

Static routing capacity
Ping and Traceroute

ACE capacity

ACL

QoS

DAI

Port based VLAN

802.1Q VLAN

Radius

Tacacs+

Safety features Preventing DOS attacks
dot1x

The gateway ARP deception
DHCP Relay

DHCP snooping

DHCP Client

FTP/TFTP

HTTP WEB

Telnet

SSH

Console

LLDP

IGMP Snooping
SNMPV1,V2¢c,V3
RMON(1,2,3,9)

POE Status

Power supply management
mode(auto/energy/static)
The port priority

Basic function

The security policy

VLAN

Application protocol

Management

Other function

POE Management
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