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Copyright :
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copy.distribute, reproduce the files etc, but non-commercial purpose, downloaded or
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Trademarks :

Caimore are trademarks of Xiamen Caimore Communication Technology Co.,Ltd. All

other trademarks mentioned in this file are the property of their respective holders.

Notice:

The information in the file is subject to change without notice.Every effort has been made
in the preparation of this file to ensure accuracy of the contents, but all
statements,information,and recommendations in this file do not constitute the warranty of

any kind,express or implied.

Suitable for:

This user manual is suitable for the following models:

Product Model Description

GPRS Router CM520-81G GPRS,1xLAN
CDMA Router CM520-81C CDMA2000 ,1xLAN
WCDMA Router CM520-81W WCDMA,1xLAN
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TD-SCDMA Router CM520-81S TD-SCDMA,1xLAN
EV-DO Router CM520-81E CDM2000 EV-DO,1xLAN
HSPA+ Router CM520-81H WCDMA HSPA+,1xLAN
LTE-FDD Router CM520-81F LTE-FDD,1xLAN
LTE-TDD Router CM520-81T LTE-TDD,1xLAN

Revision History:

Version Description Date Author | Issue

V1.0 Primarily Released 2008.10.17 linjh Sundy
Adjusted WEB

V2.0 configuration whole style | 2009-12-25 linjh Sundy
Supported 3G Router
Updated, add new o

V2.1 ‘ 2011-11-18 linjh Sundy
functions.
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1. Brief Introduction of Product

1.1 Produce Overview

Caimore wireless Router is an industrial designed wireless Router with 1 Lan port
(Such as GPRS/CDMA/EDGE/WCDMA/TD-SCDMA/EVDO/4G). The device is used in
data transmission by industrial equipment, Also it used as internet access by small,

medium enterprises and home.

The equipment adopts high-powered industrial MIPS communication processor and
embedded with real-time operating system as software support platform. System
integrates full range from the logical link layer to application layer communication
protocol, support VPN (including PPTP,L2TP, MPPE, IPSEC and GRE), IPTABLE
firewall, static and dynamic routing, PPPOE, PPP server and PPP client, DHCP server
and DHCP client, DDNS, firewall, SNAT / DNAT, DMZ, WEB configuration, support
APN / VPDN, supports power-on auto-dialing, automatic maintenance of communication
links, to ensure the link is always on-line, supports auto-time on-line and off-line

functions , supports auto-time power on and power off functions and other functions.

The product uses industrial design; system designed with watchdog( WDT)
protection, while loaded System Watch Protection SWP (System Watch Protect);
products passed 3000V power shock test; products possesses patented technology to
maintain system stability, to ensure router always on-line; after rigorous design, testing

and practical application of 8 years, the products shows stable and reliable performance.

This product has been widely used in M2M fields,such as business Internet access,
family on-line Internet access , financial transactions, post transactions, smart grid,

intelligent transportation, environmental monitoring, fire monitoring, security monitoring,
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water monitoring, public safety, advertising, telemetry, industrial control, monitoring oil
fields, coal mine monitoring, earthquake monitoring , weather monitoring,
instrumentation monitoring, water meter reading, electrical meter reading, gas meter

reading, thermal network monitoring, meter reading and other industries.
1.2 Product Appearance and Accessory Pictures

Product interface Pictures:

I1x LAN port:

Front View Back View Side View

Product Accessory Picture:

1

Power Ethernet Cable Serial Cable Antenna
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1.3 Products features

Industrial Design

>

Industrial CPU: Industrial high-performance embedded processing, 320MHz;
with 16KB Dcache,high-speed cache data speed up data access speed; with
32KB Icache, high-speed instruction cache, enhanced instruction processing
speed.

Industrial wireless module: using industrial wireless module, the interference is
strong, and transmission is stable.

Real-time operating system: Adopting LINUX2.6 operation system with
memory management unit, real-time, upgrades fast, stable system with improved
TCP / IP protocol stack.

Strengthened circuit board: PCB followed the principles of 3H and 3W,
meanwhile all products of circuit boards used high-quality materials to ensure
the plate material stable and reliable.

Industrial components: machine components use strictly screened
industrial-grade components.

Industrial Power: Wide voltage power supply design, adaption range of power
from DC7V to DC32V, built-in power supply for reverse current protection and
over-voltage protection

Electromagnetic protection:built-inl.5KV magnetic isolation protection at
Ethernet interface

Anti-jamming design: metal shell, shield electromagnetic interference, the
system protection grade IP30; antenna with lightning protection design;
ultra-low and ultra-high temperature system design; particularly suitable for

harsh industrial environments

Stability and Reliability

>

All products have acquired CE certificates of EU

Tel:+86 592 5901215 7 web:www.caimore.com/emain.asp
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>

Online maintenance patents: Intelligent anti-dropped, online testing, online
maintenance, automatically re-dial when dropped, automatically reset when
abnormal to ensure that equipment is always online.
Three-tier system protection: based on the original two (software protection+
CPU with built-in WDT protection) system protection increased level-one
system VWM (Virtual Man Watch) detection to ensure system reliability.
UIM / SIM card ESD protection: 1.8V/3V/5V standard putter user card
interface,
built-in 15KV ESD protection. Serial ports ESD protection: Serial port
RS232 embedded 15KV ESD protection.
Metal shell: metal case, anti-radiation, anti-interference; shell and system
security isolation, lightning protection design; meet the power requirements of
safety regulations; protection rating IP41; particularly suitable for harsh
industrial control environments.
All wireless modules are certified by the CGD, FCC or CE certification.
High-speed processing CPU: Adopting industrial-grade high-speed CPU, can
handle a variety of protocol data transfer fastly; solve the "fake online", "fake
death", "crash" and other difficult problems.
Memory management MMU: CPU with memory management MMU, can avoid
system unstable situation caused by system memory abnormal problem.
Large memory: FLASH 64Mbits, SDRAM, 256Mbits, a large memory to cache
data sent by customer, meanwhile receiving large packages without data losing.
Complete protocol stack: the new system loaded complete TCP / IP protocol
stack, using comprehensive TCP / IP protocol stack; so that network traffic
performance shows outstanding, the drop-line probability dramatically reduced.
EMC performance outstanding: passed 3000V electrical shock test, especially
suitable for use under harsh industrial environments; system EMC / EMI

performs excellent, system stable and reliable; passed CE test;
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Easy to use

>

Product is set default parameters when leaving factory, customers can use
device by modifying some parameters only or even without changing any
parameter.

Graphical configuration tool: improved graphical configuration tool that
provides rapid deployment capabilities for customers to achieve rapid
deployment; provides mass configuration

Product manual supplies quick start guide for customers to use equipment
quickly

software checking : Provides SYSLOG log output function, can be used as
equipment work logs and help to analyze the reasons for exceptions;
Provides the serial port debugging log, providing different levels of
debugging output, enabling customers to view a variety of information,
quickly locate the problem.

After eight years of using, equipment with completed functions and easy to

use.

1.4 software functions

» Support WAN 3G/4G wireless network function, the system loaded wide area

network communication VPN tunnel, LAN transmission security authentication
and other security features, to achieve seamless connectivity between wireless

LAN and wireless WAN. Providing users with high-speed, secure, reliable

mobile broadband services

Provides a standard WAN port, supports PPPOE, can directly connect with

ADSL equipment and other leased line.

Support backup function of 3G wireless link and broadband link. When 3G can’t

communicate, it will change to PPPOE broadband network automatically. Vice

versa.
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» Support wireless video monitoring and dynamic image transmission

» Supports Ethernet data communication and packet forwarding, also supports
serial port TCP / UDP transparent data transmission or serial configuration

»  Support VPN tunnel, including PPTP, MPPE, L2TP, GRE and IPSEC

» Intelligent anti-dropped, support online testing, online maintenance, automatic
redial, router is always on-line

» Support IPTABLES firewall, packet filtering

» support Regular on-line offline functionality, can set the device on-line and
offline in a certain period of time

» Support a variety of trigger and offline modes, including text messages, phone
ringing, serial port data, network data trigger and offline mode

» Support dynamic routing and static routing, RIPvl, RIPv2, OSPF, BGP, NDSP,
IRMP, SNSP, IGMP, DVMRP, PIM-SM/DM

»  Support multiple protocols: TCP / IP, UDP, ICMP, SMTP, HTTP, POP3, OICQ,
TELNET, FTP, etc.

»  Support DHCP / DHCPD functionality

» Supports NAT port mapping function, such as SNAT, DNAT

» Support DDNS(Dynamic Domain Name Server): support ORAY, 88IP, and
DYNDNS domain name service provider

» Support DMZ

» Support the APN / VPDN network

» Convenient WEB configuration, Remote WEB Management

» Support WEB configuration save and restore to achieve the rapid deployment
parameters backup and batch of equipment

» Support telnet management, user-friendly console shell interactive environment

» Support multiple terminals sharing router ppp wan

» Support multiple wireless dial-up mode: automatically assigned, specify the IP,
specify local and remote IP

» Support as a PPP server, multiple authentication methods, support mutual

authentication

Tel:+86 592 5901215 10 web:www.caimore.com/emain.asp
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» Easy to use COM and SYSLOG System diagnostics, debugging
»  Support Serial port local software upgrades
» Supports TFTP remote software upgrade
»  Support real-time clock
»  Support both LINUX and WINDOWS operating systems

1.5 Hardware Specification

CPU Industrial high-performance embedded ARM9 processing; 200MPS; with
16KB Dcache, high-speed cache data speed up high-speed data access
with 16KB Icache, high-speed instruction cache enhanced instruction
processing speed

MMU CPU with MMU memory management unit, can prevent memory
overflow exception

FLASH 64Mbits (expandable to 256Mbits) have enough memory to store
programs and data

SDRAM 256Mbits (expandable to 2048Mbits), a large enough cache to improve
system operation speed

Operating Using Real-time operating system with memory management unit,

System real-time, feature upgrades fast, system stable;

Tel:+86 592 5901215 11 web:www.caimore.com/emain.asp
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Ethernet port (ONE 10/100 Base-T Ethernet ports), Ethernet IEEE 802-3,
802-2; built-in 1.5KV magnetic isolation protection

Serial ports 1 RS232 serial port or 1 RS485 interface (supports RS422/TTL)
Bytesize: 7,8 bit
Stopbits: 1, 2-bit
Parity: no parity, odd parity, even parity, SPACE and MARK parity
Baudrate: 110bps ~ 230400bps
Flow Control: None flow control, RTS / CTS hardware flow control
or XON / XOFF software flow control

Indicator LED With “POWER?”, connecting “Link / ACT”, communication

“COMM?” and “ONLINE” indicator LED

Antenna Interface

Standard SMA 50
3M/5M/10M/15M antenna extension cable, meet the different needs

female interface, ohm;  optional

of customers

UIM interface

1.8V/3V/5V standard putter user card interface, built-in 15KV ESD

protection

Voice Interface

Standard headset interface (requires software)

Power Interface

Standard 3-pin power jack

Supply voltage Wide voltage design, DC 7V to the DC32V power supply directly to
the device; and built-in power supply over-voltage protection and
reverse current protection

Standard power | DCOV/1.5A

supply

Current while | Average communication current : 390mA @ +9 VDC;

Communicating instantaneous peak current: 1.0A @ +9 VDC

Standby current Standby average current: <S6mA @ +9 VDC

Tel:+86 592 5901215
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Shell

Metal shell: metal case, anti-radiation, anti-interference; shell and
system security isolation, lightning protection design; meet the
power requirements of safety regulations; protection rating IP30;

particularly suitable for harsh industrial control environments.

Product dimensions

195 * 121 * 30mm (not including the antenna and the fixed parts)

Packing Size

298x226x60mm

Weight

0.96kg

Tel:+86 592 5901215
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Wireless module

use industrial wireless module

Standards and

frequency bands

Support HSPA+/UMTS/ WCDMA /HSDPA/HSUPA
850/900/1900/2100MHz
Support GSM/GPRS/EDGE 850/900/1800/1900MHz

Coding scheme

HSPA+/HSDPA/HSUPA/WCDMA/EDGE/GPRS/CSD mode

Communication

bandwidth

HSPA+:
Downlink (up to 21Mbps)
Uplink (up to5.76Mbps)
HSDPA/HSUPA
Downlink (up to 7.2Mbps)
Uplink (up to5.76Mbps)
WCDMA
Downlink (up to 384Kbps)
Uplink (up to 384Kbps)

Transmit power

<24dBm

Receiver sensitivity

<-109dBm

Function support

Support data, SMS

Tel:+86 592 5901215
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Wireless module | use industrial wireless module

Standards and | HSPA/HSUPA/HSDPA/UMTS 2100/1900/900/850MHz,
frequency bands | EDGE/GPRS/GSM 1900/1800/900/850MHz

Coding scheme HSDPA/HSUPA/WCDMA/EDGE/GPRS/GSM/CSD mode

Communication | HSDPA / HSUPA mode:
bandwidth Download 7.2Mbps, Upload 5.76Mbps
WCDMA mode:

Download / Upload 384Kbps

Transmit power <24dBm

Receiver <-109dBm

sensitivity

Function support | Support data, SMS

Wireless module use industrial wireless module

Standards and | TD-SCDMA/HSDPA/HSUPA: 2010~2025MHz
frequency bands GSM/GPRS/EDGE: 850/900/1800/1900MHz

Coding scheme TD-SCDMA/HSDPA/HSUPA/EDGE/GPRS mode
Communication Downlink (Max up to 2.8Mbps)

bandwidth Uplink (Max up to 384Kbps)

Transmit power <24dBm

Receiver sensitivity | <-108dBm

Function support Support data, SMS

Tel:+86 592 5901215 15 web:www.caimore.com/emain.asp
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Wireless module

use industrial wireless module

Standards and

frequency bands

Support  IS-95 A/B, CDMA2000 1XrTT,
and 1X EV-DO(Revision 0 and A)
800Mhz ,Optional 800/1900Mhz or 450Mhz

Coding scheme

IS-95 A/B, CDMA2000 1XrTT,and 1X EV-DO mode

Communication Download 3.1Mbps, Upload 1.8Mbps
bandwidth

Transmit power <23dBm

Receiver <-107dBm

sensitivity

Function support

Support data, SMS

Operating Temperature -25 °C ~+65°C
Extended operating | -30 °C~+75°C
temperature

Storage Temperature

“40~+85°C

Relative Humidity

95%(No condensation)

Tel:+86 592 5901215
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1.6 Indicator Instruction

Power ON Device power is normal
OFF Device hasn’t been powered
WAN OFF WAN Port hasn’t been connected.
ON WAN Port has been connected.
Blink There is Data transmitting and receiving
COMM Blink There is data transmitting and receiving
OFF There is no data transmitting and receiving
Online ON Device has attach the network
OFF Device has no attach the network

2.1 Packing List

2. Installation Introduction

Thanks for using our communication products. When you open the product box,

please check inside the items consistent with the packing list. Factory standard

configuration in the box is as follows:

Router Host 1 Unit
DC 9V Power Adapter 1 Unit
RJ45-DB9 Serial Line 1 PC
Network Cable 1 Unit
Antenna 1 PC
CD of User Manual 1 PC

Tel:+86 592 5901215
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2.2 Product Introduction Appearance

Picture 2-2-1

Front Panel Introduction

CAIMORE
A

Picture 2-2-2
(1) Power Indicator ~(@Ethernet Indicator @COMM Communication Indicator

@Online Indicator ®Eject Card Key (© SIM/UIM Card Jack

Rear Panel Introduction

Picture 2-2-3
Tel:+86 592 5901215 18 web:www.caimore.com/emain.asp
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(1) Antenna @ Power Port (®COM/LINE Serial Port Control Port/DTU

Communication Port (@Ethernet Port

2.3 SIM Card Installation

SIM cards store information of user’s ID, telephone directory, network settings, and
additional services etc. Router supports 1.8V/3V/5V SIM card, SIM card interface
socket uses a drawer-type SIM card connector, and users can easily install SIM card

without open the chassis.
Installation method:

Without electrifying device, please use a needle object to press on the out button of SIM
card outlet, SIM card sheath will flick out at once. Cover SIM card with SIM card sheath.
But you must pay attention to put the side which has metal point of SIM card outside, and

insert card sheath back to SIM card outlet. See below of the picture:

Picture 2-3-1
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Warning: forbid to pull out or insert SIM card with electricity.

2.4 Antenna Installation

Please turn SMA male connector clockwisely to be tight. Read below picture:

Picture 2-4-1

2.5 RJ45-DBYF Instruction

This Router supports RS232 asynchronous communication serial interface and adopts
RJ45. Serial interface mainly used to configure control or configure to be DTU function.
Com/line: RS232 asynchronous communication serial interface

RJ45-DBOIF conversion line signal connection as below mentioned: The signal definition

of DBIF Serial communication interface shows as below mentioned:

RJ45 DBYF
1 8
2 6
3 2
4 1
5 5
6 3
7 4
8 7
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The signal definition of DB9F Serial communication interface shows as below

mentioned:
PIN RS232 Signal | Description Direction relative to
Name DTU

1 DCD carrier wave | output
signal check

2 RXD receive data output

3 TXD send data input

4 DTR Prepare data | input
terminal well

5 GND Power reference
ground

6 DSR Prepare data | output
device well

7 RTS Request to send input

8 CTS Data device get | output
ready to receive
data

Caution: This router is used for industrial and not touchable by user after installation.
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3. Quick Start Guide

We release this setting instruction in order to realize below mentioned two points. First,
When customer receives our device, they can check fast whether the device is good or not,
whether it can work normally or not. Second, Most customer can use device fast by only
changing setting parameters of this setting instruction (other parameters are default
setting). Take Window XP as an example, let us explain our wireless industrial fast

setting process.

Fast setting usually need to configure WAN parameter and LAN parameter and keep
other parameters as leaving-factory default setting. If need to change other parameters,

please read <chaper 4 Detailed Parameters Configuration>

3.1 Inset SIM card into Router SIM card socket (reference 2.3)
3.2 Connect antenna (reference 2.4)

3.2 Connect Router with PC hardware

Methodl:Router connect with Switch(OR HUB) by Ethernet cable,PC connect with

Switch.Read below picture:

Picture 3-2-1
Method 2:Router connects with PC directly.Read below picture:
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Picture 3-2-2
After connection with LAN1,please kindly check whether Ethernet yellow indicator is on

or not,if not,please check the link and interface connect tightly.

3.3 Network Setting of PC side (Set IP address, Router, DNS)

£ b 3 2 : < b 2
Click “Start” of windows = “control panel”, click “network connection”,
Picture as below:

LAN or High-Speed Internet

P .
* Local Area Connection
Connected, Firewalled

L/ VMware Accelerated AMD PCH...

@ Change Windows
Firewall settings

»

See Also

Picture 3-3-1

Method 1: Adopt obtaining IP addresses automatically
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Click “local connection”, select “properties (R)”, select “Internet Protocol (TCP/IP)”,
click “properties (R)”, it will display below window, select “Obtain an IP address
automatically”, after changing,then click “OK”. In this way, wireless Router assigns IP
address to customer PC automatically. At this time, if DNS also adopt assigning
automatically, also can select “obtain DNS server address automatically”, then DNS
setting is also ok. When arrive “3.5 Set DNS”, customer can skip and doesn’t need to set

DNS.

Internet Protocol (TCP/IP) Properties @@

General | Altemate Configuration |

You can get IP settings assighed automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate [P settings.

(3)i0btain an IP address automaticall
() Use the following IP address:

(3) Obtain DNS server address automatically
() Use the following DNS server addresses:

[ DK J[ Cancel ] .

3-3-2

Method 2:Adopt static IP

Click Windows system “Control Panel” -> click“network connection”->“local
connection” ,  then select“properties(R)” ,  select “Internet protocol (TCP/IP)”,
click“properties(R)”, it will show following window, then revise IP address according to

below example (customer can configure his own IP address according to actual situation,
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but customer has to make sure IP address of PC side and Router side are in the same
network segment.method of configure Router IP address, please reference 4.1.3 LAN
configuration), meanwhile please type LAN IP address of wireless Router into TCP/IP
properties “default Router’on PC side and consider it as PC default Router), after
revising, please click “OK”.
This example parameter setting:

The Wireless Router LANT port IP: 192.168.9.1 (leaving-factory default value)
PC side parameter setting:

IP address: 192.168.9.X (X is any one between 1-254, but can’t conflict with  other
PC IP address, here X is 3 in this example)

Subnet mask: 255.255.255.0

Default Router: 192.168.9.1(it is the wireless Router LANI1 port IP address
192.168.9.1) Ways of obtain and revise DNS, please reference Appendix 6.

Internet Protocol (TCP/IP) Properties @
| General

You can get IP settings assighed automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

address of PC (can't be
peatin LAN,also must
B the same subnet with

‘ (O Obtain an IP address automatically
(3) Use the following IP address:

IP address: 182 158 9 i
Subnet mask: 285:..285".,2585..40
Default gateway: [192.168. 9 . 1 | uter LAN P l

(3) Use the following DNS server addresses:
Preferred DNS server: | 218. 85 .157 . 99 |

Alternate DNS server: | 218. 85 . 152 . 99

[ 0K ][ Cancel ]
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CAI%A)!OPRE
Picture 3-3-3
3.4 Setup WAN Parameter

Open “IE”, type 192.168.9.1 (Router default LAN port default IP address)on the address

barb. Picture as below:

File Edit Yiew Favorites Tools Help

€ > \ﬂ @ ‘h /j\, Search \;E( Favorites 6?

Address | 192.168.9.1]

| L

Picture 3-4-1

Type user name and password (default user name: admin, Password: admin).

Connect to 192.168.9.1

ROUTER
Lser name: [ ¢ admin v '
Password: ’ YT ]

[CIremember my password

I OK ][ Cancel ]

Picture 3-4-2
Select WAN Configuration, please set and submit according to information ISP supplied
(read picture 3-4-3, it is the EVDO/CDMA login information). If use APN/VPDN, please
type these information (Center, APN, User, Password supplied by ISP) to the related
correct bar is ok. It is to be default configuration (reference Appendix 5 ) according to

network when leaving factory, then click “Apply” to save
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C-AIMORE
&
) Wan Config
P Basic
ja VAN
jal e
5‘ A LAN Wireless
- H WIFI
# DDNS Center #7177
;  KeepAlive APN "—
E P Advance User [card—
>
u * Filter Password ’““7
A NATIDMZ [] Advance
# Route Apply

» VPN

Picture 3-4-3
Note: In normal situation, it is ok to use our leaving-factory default parameters are ok,
and doesn’t need to revise, it only need to revise when using APN/VPDN special

network.

3.5 Setup DNS

If in“method 1: adopt obtain IP automatically”’of 3.3 Network Setting on PC Side

customer selects “Obtain DNS server address automatically” and also save it, then can
skip this step.

After finishing 3.4 SetupWAN Information, please re-power wireless Router, then wait

for Router “online”’indicator to be on, when it on, customer can set DNS of PC side.
DNS Configuration has two methods
Methods 1: adopt obtaining DNS automatically

Click “start”’->““control anel” click “network connection’:
b
@ Change Windows LAN or High-Speed Internet
Firewall settings
) = Local Area Connection
Connected, Firewalled
'_Iijﬁ f‘; YMware Accelerated AMD PCH. ..

»

See Also

Picture 3-5-1

Click “local connection”, select “properties(R)”, select “ Internet protocol (TCP/IP)”,
click “properties(R)”, it will display below window, select “Obtain DNS server address
automatically”, then click “OK”. In this way, Router will assign DNS server address

automatic for PC.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get IP settings assighed automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

(®)i0btain an IP address automatically
() Use the following IP address:

(%) Obtain DNS server address automatically
(O Use the following DNS server addresses:
; 1

[ 0K ][ Cancel J .

Picture 3-5-2

Method 2: Set DNS of PC according to DNS obtained by Router According to ways of

setting

configure and connect well of PC and wireless Router, then set well of related IP address,
then login Router by IE, when Router login successfully, the online indicate is on, please

click “system status”of Router to check DNS assigned by carrier.

Picture 3-5-3
Record this DNS assigned by carrier, then type this DNS to “First DNS server” of PC.
Process is to click “start” ->“control panel”, click “network connection”, picture as

below:
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@ Change Windows LAN or High-Speed Internet
Firewall settings
a Local Area Connection
Connected, Firewalled
T VMware Accelerated AMD PCHN. ..

»

See Also

Picture 3-5-4
Click “local connection”, select “properties(R)”, select “ Internet protocol (TCP/IP)”,

click “properties(R)”, it will display below window, revise according to DNS of Router

system status, then click “OK”.

Internet Protocol (TCP/IP) Properties

General

You can get IP settings assighed automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

() Obtain an IP address automatically
(3) Use the following IP address:

IP address: 1 192.168. 3 . 3 |
Subnet mask: | 255.255.255. 0 |
Default gateway: ] 192168529 .. ‘

Obtain DNS server address automatically 1l Type according to
(5 Use the following DNS server addresses: Router system status
Preferred DNS server (218 85 . 157 . T
Altemate DNS server: | 218. 85 .152. 99 |

[ 0K ][ Cancel ]

Picture 3-5-5

3.6 SET Device Online

When finished 3.1-3.6 steps, please re-power wireless Router, then wait of Router
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“Online” indicator on (if indicator is not on more than 1 minute, please check above steps
whether are right or not. If all are right, but indicator is still not on, please contact
manufacturer to support),when “online” indicator is on, customer can use Router to
online network or operate wireless data transmission. Type website address on IE of PC,
congratulations on you, you are online already and can go on wireless data transmission

now.

4. Detailed Parameter Configuration
4.1 Basic Configuration

4.1.1 WAN Configuration

Router dial-up configuration, it also called connecting wireless network basic parameter.

— Wan Config
e*  WAN
+ v
® A LAN Wireless
- & WiFl
# DDNS Center #1T7
A KeepAlive APN
E b Advance User card
5 X Filter Password Al
A NAT/DMZ Advance
i p|Nw voace
P VPN Cmd External
# GRE PPP User Authentication Protocol Any B
X PPTP Other PPP Negotiation Parameters
® IPSECIL2TP GetIP method Automatc v
P System
* status
A Time

Picture 4-1-1
» Calling center number, Access Point Name, Username and Password: Usually

these information are default setting (reference Appendix 5 before leaving
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factory, and don’t need to revise. If use APN/VPND, it needs to type these
information supplied by ISP to the exact place

» PIN code: If mobile UIM/SIM card set PIN code already, please input it here.

» Extra Initialization commands: it used in special situation, usually here is blank.
If customer has any especial command, customer can input here.

» Way to obtain IP: Support obtaining IP automatically, Specify the local IP and
Specify the Remote client’s IP. Default situation is obtain IP automatically, it is
the IP address assigned by ISP when wireless dial-up. If select Specify IP address,
please input according to ISP supplied information. Otherwise, it can’t be online
by dial-up. If ISP requires to specify one kind, and the other kind is obtaining
automatically, Then the obtaining actually should be 0.0.0.0.

Notice:
1. PIN code can’t be input casually to avoid locking the card.
2. Please don’t input extra initialization command casually to avoid dial-up is
unavailable.

3. Please don’t specify IP casually except ISP required to do so, otherwise, online is

unavailable.

4.1.2 LAN Configuration

Wireless Router Ethernet port configuration (local IP address and DHCP server)

— Lan Manage
S A WAN -
E A LAN P 192.168.8.1
Wikl ik [562652850 |
# DDNS MAC [0:0123:33670 |
* KeepAlive Lan2
% ) Advance P 192.168.9.1
g  Fiter Mask 265 255 255.0
A NAT/DMZ MAC 00:01:02:03:04-0f
# Route DNS Servers (use the isp's dns as defauit)
b VPN Predns
Alterdns

# GRE
* ppTP

Picture 4-1-4
Local interface 1 (LANO): multiplex with WAN, it can be used to connect with LAN if
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without using PPPOE.

» Local IP: It is Router LANO interface IP address, default setting IP address is
192.168.8.1.

» Local Subnet Mask: Set Subnet Mask corresponding local IP address.

» MAC: Set Router ETH MAC address.

Local interface 2 (WIFI, LAN1-4): used to connect with WIFI and 4-port LAN.

» Local IP: It is Router WIFI and LANI1-4 interface IP address, default setting IP
address is 192.168.8.1.

» Local Subnet Mask: Set Subnet Mask corresponding local IP address. default
setting Subnet Mask is 255.255.255.0

» MAC Address: Set Router LAN1-4 MAC address.

» Primary DNS/Second DNS: It is the domain name decoding server address, default
situation (blank) is obtain from ISP when Router dial-up. If customer has stable

DNS server, can input customer stable DNS server address, but we suggest that it is

better to obtain from ISP when Router dial-up.

Notice:

1. Make sure all connected equipment IP are in the same Subnet Mask with Router.

2. When more units our company Router work in the same LAN, MAC address will
restore to default setting after “load default setting”, this is easy to make MAC address is
conflict with other equipment. So please revise MAC address

3. If customer inputs DNS server address, after dial-up, please check DNS Router uses
whether can decode domain name correctly or not.

4. Local interface 1 and Local interface 2 can’t be in the same subnet mask.

4.1.3 DHCPD Configuration
DHCP is Dynamic Host Control Protocol. It can assign IP address to computers in the
LAN automatically. For customers, it is not easy to set TCP/IP protocol parameters to all
LAN computers, there are IP address, subnet mask, Router, DNS server and so on.
Problems can be solved easily by using DHCP. System default is open, if customer
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doesn’t use DHCPD service,please close this selection.

p Bagic Lan Manage
B Hwan Lan1
s | |rDw P feziesst |
R Wl Mask [552852550
 DDNS MAC [00:01:23:3367F0 |
# KeepAlive Lan 2
5 b Advance P 192.168.9.1
g X Filter Mask W
. # NATIDMZ MAC 00:01:02:03:04:0f
# Route [] DNS Servers (use the isp's dns as default)
P VPN DHCPD
* GRE Setup  Startlp* EndIP* Interface
* PPTP g [192.168.8.2 [192.168 8 254 Default
# IPSECIL2TP v [192.168.9 2 [192.168.9.254 WiFi
P System
# Status [ Submit | [Reset |

Picture 4-1-10

» Start IP, End IP: they are start and end address when DHCP server assigns IP
automatically. After setting IP address internal computer received from this
Router is between these two addresses.

Notice:

1.DHCP start IP to end IP are must continuous, and in the same subnet with Router, also
can’t include Router local IP, otherwise, DHCP server can’t work normally.

2.Two DHCP servers can’t be existed in the same LAN. If there are more device supply
DHCP server function in the same LAN, it can cause IP address can’t assign normally in
the system, then it needs to stop one DHCP server.

3. If use PPPOE, please don’t use “local interface 1” DHCPD.

4.1.4 Dynamic Domain Name Server (DDNS) Configuration

DDNS is to set dynamic IP that Router obtained when dial-up to a certain domain name,
is to bind the continuous IP obtained by wireless dial-up with the certain domain name. If

wireless Router opens DDNS, after wireless Router obtaining new IP by dial-up
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successfully every time, it will send new obtained dynamic IP address to customer
dynamic domain name server to realize binding updating between the set domain name of
dynamic domain name server and Router IP address. Use DDNS function can solve the
short-coming that Router new obtained different IP address of every dial-up can’t be used
as server. If customer needs to use wireless Router as server, and communicate with
equipment on customer side (such as DTU), it needs to open this DDNS function,
meanwhile, it needs to input dynamic domain name to corresponding configuration
option on customer side equipment, in this way, customer side equipment obtain wireless
Router IP address through DDNS from Domain name server before communicate with

Router every time, then communicate according to obtaining changing wireless Router IP

address.

This Router supports Dyndns, 88IP and Oray dynamic domain name system. Default
doesn’t use DDNS.

. Ddns
P Basic

s ® WAN %
+ 3 Services Provider Disable v
“ A AN
£
T
Apply

* DDNS
A KeepAlive
P Advance

Picture 4-1-11

_ Ddns
P Basic

# A WAN
+ Services Provider Dyndns (www.dyndns.com)jid
) N (i /7
= ()
f H WIFI
User ’7
X DDNS
. P d
* KeepAlive 2o
P Advance
pply

English

* Filter
Picture 4-1-12
For example,If select Dyndns, please visit www.dyndns.com to finish registration of user

name and domain name, then infill obtained domain name, user name and password

information into corresponding places, then confirm “OK” to save.

» Services Provider: Dyndns (www.dyndns.com)
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» Domain Name: domain name registrated from dyndns.
» User: User name to log in dyndns server.

» Password: password to log in dyndns server.

, Ddns
P Basic

+ A WAN 8 8 =
+ Senvices Provider 88ip (www.88ip.cn) v
o A LAN
&= Server1

# WIFI

. Server2

# DDNS

Int I

# KeepAlive eV
= User l—
= P Advance
2 § Password
frr A Filter

# NATIDMZ

g Apply

# Route

Picture 4-1-13

If select 88ip, please visit www.88ip.cn to finish registration of user name and domain name,
then infill obtained domain name, user name and password information into corresponding
places, then confirm “OK” to save.
» Service Provider: 88ip(www.88ip.cn)
» Server/Standby  server: 88IP  supply DNS server address, check
http://www.88ip.cn/Info/list.asp?Unid=89
» Updating time interval (second): how long time to update one time

Username: User name when log in 88ip server

A\

» Password: password when log in 88ip server

_ Ddns
b Basic
B * WAN =
& Senices Provider v
“ * LAN i [—
: ser

= * WIFI

- Password

® DDNS

# KeepAlive
’ i Apply
2 P Advance
2
frr * Filter

# Route

Picture 4-1-14

If select Oray, please visit www.oray.com to finish registration of user name and domain
name, this Router supply user registration, user update, and using help shortcut button,
user click corresponded button to enter into Oray website quickly, then infill obtained

user name and password information into corresponding places, then confirm “OK” to

save.
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Username: user when log in Oray server
Password: password when login Oray server

Registration: User registration page link to Oray website quickly

vV V VYV V

Updating: User updating page link to Oray website quickly

» Help: User help page link to Oray website quickly.
If use DDNS function, Router “system status”supplies DDNS updating situation, it is
convenient for users to check DDNS whether work normally, if update successfully, it
display Updated. As for Oray, there are 3 domain name updated successfully. Read

picture below.

Status
b Bask
. LAY
» » Yersion cumore-gatewsy 040201201 180
" LA
s ® ¥ EVDO
P oons W0
P Kacpive ready
» Adarce an
A Fowe onane
AT
R nATONZ
Drsxtoie
® Roue
PPN wistacs P Nisk NAC [HCPD
® GRE Wan 12041155230 255255255255 | Ofee |
hadl TR X T L 258,284 2950 00SCAIZER0DE Yes
R FSECAZTF L W2 16891 255355 25540 QIC43IEHDE Yes
Syshm
€ Frems 25157 W
o
g Aberdrs 218515280
® e FPP3E Crsabie
R Use
P Upyrace e
® Dedeg S0 Rogon  Chantad Mose Adhentision
) Ot Callorea? Azia L 812.11 50 mined Nane
LN
P acv Wode VEN
LTS Tpe Comnect Stalus Locl P Paer 1P
R Dewces NOVE
® Omver
® Redsot

Picture 4-1-15

Notice: Only when ISP assigned IP address is the whole central office IP address
situation, wireless Router can use as center server. Now in China,only telecom CDMA
20001X and CDMA2000 EVDO 3G network have assigning whole center office IP

address.
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4.1.5 Keep Online (make sure to select one Kkind online

maintenance solution)

Keeping Online function is used to check wireless Router online status, this function
checks periodically and automatically data channel between Router and wireless network
whether normal or no, if finds off-line, software will re-dial automatically and
intelligently, to realize device is online always without watcher, to make sure data
channel smooth. Wireless gateway supplies 4 kinds online checking mode, customer can
select one or more kinds, default use Rule2 and Rule3. Customer input stable “destination
IP address” and “destination address port”to be reference of online maintenance. Please
kindly noted, the input “destination IP address” and “destination address port”are must be
stable, because wireless gate is reference of this server, if this server is not stable, it will
cause wireless network off-line frequently. When more rules are used, only when all
selected rules find communication line is obstructed, wireless Router can judge device is

off-line and restart connection automatically.

. Keepalive
P Basic
» ® WAN R
#+
Pl
ﬁ- S Destination IP 1 www.google.com
A WIFI i
i Destination IP 2 www_baidu.com
: % Destination IP 3
= " : Check Interval: (s) 30
= P Advance
o Check Timeout: (s) 30
ui  Filter
M NATIDMZ V¥ Rule2
 Route Destination IP 1 www.google.com
P VPN Destination Port 80
# GRE Destination IP 2 www._baidu.com
® PPTP Destination Port 80
* IPSEC/L2TP Check Interval: (s) 60
P System
¥ status ¥ Rule3
 Time Check Interval: (s) 120
A User
y ™ Rule4
* Upgrade
: Check Interval: (s) 60
* Debug
> oih Check Times 3
er
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Picture 4-1-16
Rule 1: PING Mode

Wireless Router checks destination IP address through PING (ICMP) packet periodic ,
when the referenced destination IP address device doesn’t respond PING (ICMP),
wireless Router considers communication line is disconnected already, wireless Router
will released the original link, then dial-up again automatically, till communication link is
smooth. So please make sure the selected destination address IP server is stable and on,
otherwise, Router judge to be off-line, and make Router on and off-line frequently.
Notice: the selected destination IP address server is allowed PING, if not allowed, the
destination IP address server doesn’t respond to PING, Router judge to be off-line, and

make Router on and off-line frequently.
Rule 2: TCP mode

Wireless Router checks destination IP address and port through TCP syn packet periodic,
when the destination IP address device doesn’t respond, wireless Router considers
communication line is disconnected already, wireless Router will released the original
link, then dial-up again automatically, till communication link is smooth. So please make
sure the selected destination address IP server is stable and on, otherwise, Router judge to

be off-line, and make Router on and off-line frequently.

Notice: the selected destination IP address server is checking relevant port, if the selected
destination IP address server is not stable or off or without checking relevant port, Router

judge it to be off-line, and make Router on and off-line frequently.

Rule 3: Data Mode

In a certain period of time, if the Router did not receive any data package, then it is
believed that the communication link disconnected, and it will dial-up again till

communication link is smooth

Rule 4: LCP mode

Router checks online through LCP. In a certain period of time, if Router did not receive
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package, it will restart.

Please kindly noted that the selected destination IP address server supports PAP/CHAP
verification function in order to use LCP checking. If the selected destination IP address
server is not stable or off or without supporting PAP/CHAP verification function, Router
will consider dropped, then it will be on and off-line frequently.

Notice:

1. Make sure to select one kind maintenance online mode, otherwise, Router can’t
restart after dropped.

2. The input destination address needs to be stable and supply corresponding services.

3. Keeping Online default is for public network, it needs to re-configurate in special

network to avoid dropped frequently.

4.2 Advance Configuration

4.2.1 IPTABLE Filter

It mainly used to filter wireless network data transmitting and receiving, to prevent
illegal and invalid data from Router. It admits and refuses computers of LAN
connected with Router to get access to WAN, or admits and refuses WAN to get

access to LAN connected with Router.

Filter
b Basic

A WAN

[ setup ClientIpfiter ] Setup MAC Address Filtering

M 55 30

n E z
oy Policy Discarded packets matching following rules v
A WIFI B
Apply
s (Aesly ]
* KeepAlive
= i # Name LanlP Lan Ports Wan IP Wan Ports Protocol Direction Interface Edit
2 b Advance
2 [ selectALL
w A Filter
a A NATIDMZ & Add © Modity
# Route Name [ pvann
b VPN LanlP
# GRE Wan IP
" PPTP Protocol iLL V-
P IPSECIL2TP Direction IN |
P System Interface ppp0 |
X status =
H User
3 # Name MAC
# Upgrade
# Debug [0 SelectALL
P Other
Name
#DTU
MAC

A Active Mode
# Qos
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Picture 4-2-1
Filter mode: Client IP filtering and MAC address filtering, client can select according to

their actual need.

» Client IP filtering: Filter data according to IP address base on appointed policy
to admit or prevent corresponding IP address data.

» MAC filtering: Filter data according to MAC address base on appointed policy
to admit or prevent corresponding MAC address data

Running Rules: This device has two kinds running rules.

Discard matching following rule data packets: data packets comply to following

rules are not allowed to go through, other data packets can go through

Receiving matching following rule data packets: only receive data packets comply to

following rule, others are discarded.
4.2.1.1 IP Filter Rule Configuration

To realize IP address filtering rules appointing, revising and deleting.
» Rule name: it is limited to use characters0-9.a-z.A-Z, also can’t repeat name
» LANIP: Wireless Router connected LAN IP address
» LAN Ports : LAN IP address host corresponding ports scope. Valid value is
0~65535, please input from small to large
WAN IP: Data packet destination IP address
WAN Ports: Data packet destination ports scope. Valid value is 0~65535, please
input from small to large
» Protocol: data packet protocol, here are 3 types.
ALL : All types data packet.
TCP : All TCP packet.
UDP : All UDP packet.
» Direction: data packet direction, used to decide which is original address, there are
3 types.

Tel:+86 592 5901215 40 web:www.caimore.com/emain.asp



‘«’ Xiamen Caimore Communication Technology Co.,Ltd

CAMORE 2 F, 37#, Wanghai Road, Software Park 2, Xiamen,China (361009)

IN : From outside network to Router.

OUT : Transmit from Router LAN.

IN/OUT: Include IN and OUT

» Interface: Data packet go through interface, such as br0, PPPO and so on.

Example 1 of IP address filtering:
1. [Ifselect “start client IP address filtering”
2.  Running rules select: “discard packets matching following rules , click “Apply” to
save running rule. Read Picture 4-2-2
Instruction: If select “discard packets matching following rules”, default rule is: wireless
Router allows all data to go through, but not allowed data packet to go through as 4-2-3

configurated rules.

Filter

Setup Client Ip filter [l Setup MAC Address Filtering
Policy Discarded packets matching following rules v

Picture 4-2-2

3. Input parameters in IP rule.
This example parameter is:

Name: enableipfilter01
LANIP: 192.168.1.23
WANIP: 121.204.201.13
Protocol: all

Direction: IN

Interface: PPPO

Read picture 4-2-3, then click “submit” to save IP filtering rule.

4. Explanation and Introduction
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After this rule built, Router will start IP address filtering function.According to
running rule “Discard packet matching following rule”, Router discards all protocol
data packets (select “ALL”) from WAN “121.204.201.13”(select “IN” direction) in
PPPO interface (select “PPP0”interface), but other IP address data packets don’t

comply to this rule can come and go normally.

Filter

Setup ClientIp filter [] Setup MAC Address Filtering

Policy Discarded packets matching following rules v
Apply
# Name LanIP Lan Ports Wan IP Wan Ports Protocol Direction Interface Edit
[J selectALL
& Add " Modify
Name enableipfilter01 [0-9.a-zA-Z]
LanIP 192.168.1.23
Wan IP 121.204.201.13
Protocol ALL v
Direction IN v
Interface ppp0 bt
[ Submit | [Reset |

Picture 4-2-3
Example 2 of IP address filtering:
1. select “setup client IP filter”

2. Running rule: “receive packet matches following rules”, click “Apply” to save.
Read picture 4-2-4.
Instruction: if running rule select “receive packet matches following rules”, default

rule is : Router forbids all data packet go through except data packet of picture 4-2-5

configurated.

Filter

Setup Client Ip fiter [] Setup M_AC Address Filtering 7
Policy Receive packet matches following rules v |
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Picture 4-2-4
3. Input parameters in IP rule.
This example parameter:
Name: enableipfilter02
LANIP: 192.168.1.23
WAN IP: 121.204.201.13
Protocol: all
Direction: IN/OUT
Interface: PPPO
Read picture 4-10-3, then click “Submit” to save.
4. Explanation and Instruction
After this rule built, Router will start IP address filtering function.According to
running rule “Receive packet matching following rule”, Router forbid all data packet
to go through, but only allow protocol data packets (select “ALL”) from WAN
“121.204.201.13”(select “IN/OUT” direction) to go through PPPO interface (select
PPPO interface). Usually this rule shields invalid IP address to go through Router,

can reduce data flow, or as bank application, can shield other IP address access to

bank IP address to realize filtering function and reduce data flow.

Filter

Setup Client Ip fiter ] Setup MAC Address Filtering

Policy Receive packet matches following rules v
Apply
# Name LanIP Lan Ports Wan IP Wan Ports Protocol Direction Interface Edit
[0 SelectALL
® Add T Modify
Name enableipfilter02 [0-9.a-ZA-Z]
LanIP 192.168.1.23
Wan IP 121.204.201.13
Protocol (ALL |
Direction [INOUT |
Interface ppp0 B
[ Submit ] [Reset ]
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Picture 4-2-5

4.2.1.2 MAC Filter Configuration

> Rule name: it is limited to use characters 0-9.a-z.A-Z, also can’t repeat name.

» MAC: Block or permit device MAC address, input format is: “00:12:23:34:45:56”

Example 1:

1. If select “setup MAC address filtering”

2. Running rule select: “discard packet matching following rule”
3. Input“00:00:23:34:45:56”in MAC.

So Router will discard all data packet of MAC address “00:00:23:34:45:56”,
meanwhile permit all data packet which MAC address is not “00:00:23:34:45:56”to
go through.

Example 2 :

1. If select “setup MAC address filtering”
2. Running rule select: “receive packet matching following rule”
3. Input“00:00:23:34:45:56”in MAC.

So Router only receive data packet which MAC address is “00:00:23:34:45:56”, and
discard all other data packet which MAC address is not “00:00:23:34:45:56”.

4.2.2 NAT/DMZ Configuration

NAT (Network Address Translation), it is a kind of technology which translate LAN IP
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address to legal network IP through different ports.

Nat

P Basic

n
B o # Rule Name Wan Start Port LaniP Lan Start Port Porthum Protocol Edit

3

& :vL\:: O selectar [ Delete]
# DDNS ® Add " Modify
I  KeepAlive Rule Name 10-9.324Z)
= P Advance Wan Start Port 1
&  Filter LanIP
# NATIDMZ Lan Start Port 1
X Route Port Num 1
» VPN Protocol TCP/UDP v
n
it
A IPSECIL2TP
P System ™ pumz
A status

Picture4-2-6
Mode 1: NAT According to appointed rule, it can translate data from WAN to appointed

LAN IP address or port.
» Rule name: it is limited to use characters 0-9.a-z.A-Z, also can’t repeat name
» WAN Start port: WAN data packet TCP/UDP start port value.
» LANIP: the translated LAN IP address
» LAN start port: LAN computer start port
» Port number: Several continuously ports from start port. For example, start

port is5001, and port number is 5, so translate WAN 5001,5002,5003,5004,5005
to LAN computer 192.168.1.9 port 5001,5002,5003,5004,5005
> Protocol: TCP/UDP. TCP. UDP

Mode 2: DMZ
Exposed one LAN computer to Internet completely, to realize bi-directional
communication, and it needs to set this computer to be virtual server (DMZ host
computer). When there is WAN user visit this virtual server translated public address,
device will transmit data packet to this virtual server directly. If one PC of wireless
Router LAN wants to communicate with internet, this can be finished quickly by

starting DMZ.

» DMZ: Set format is to select “Start DMZ”directly, then input virtual server IP in
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the IP address bar. Click “Apply”’to save.
4.2.3 Router Configuration

Setup system static router setting and display system router information. System
default router is to send all data to public internet, if user wants to visit appointed

network, please add router by hand.

X Route
b Basic

# WAN

:_-: =% Name Destination IP Gateway Netmask Metric Interface Edit
= 7' \Ij:l: [0 selectALL
THDDNS & Add © Modity
I * KeepAlive Name [0-9.32A7)
2 D Advance Destination IP 0.0.0.0
i X Filter Mask 255.255.255.0
# NATIDMZ Gateway oo ]
# Route Metric 0
b VPN Interface ppp0 ¥
# PPTP
# IPSECIL2TP Destination IP Gateway Mask Flags Metric Ref Use Interface Delete

b System 115.168.76.97 0.0.0.0 256.255.255.255 5 0 0 0 pppO Delete
127.0.0.0 0.0.0.0 255.255.255.0 1 0 0 0 o Delete

Picture 4-2-7

» Name: itis limited to use characters 0-9.a-z.A-Z, also can’t repeat name.

» Destination IP address: Router destination IP, can be host IP address, also can be
[P segment.

» Subnet mask : the added subnet, if it is the host IP address , please input
255.255.255.255

> Router IP address: Next IP of the added router, if don’t need Router, it can
be“0.0.0.0”

» Metric: Defaultis 0

Interface: System interface.

Notice:If router can’t add successfully (add rules successfully, but router information

didn’t display), please confirm NSID whether comply to requirement or not.

Router router configuration example:
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19216832

19216833

Picture 4-2-8
Introduction: There are 192.168.1.0/24, 192.168.3.0/24, 192.168.2.0/24 three network.
192.168.1.2 is Router Ethernet LAN1-4 IP address.
110.91.69.133 is ISP assigned PPPO IP address when Router dial-up.
192.168.2.8 is the occurred PPP1 tunnel IP address when Router connects with server to
build VPN tunnel.
172.16.0.1 is VPN server ETHO IP.
121.204.199.230 is VPN server public IP.

192.168.2.6 is the occurred tunnelO IP address when VPN server
and wireless Router built the VPN tunnel.

If computer with IP 172.16.0.2 wants to visit computer with [P 192.168.3.2, it needs to
add one routing on VPN server to visit 192.168.3.0/24 network. As for this adding step,
please read our routing configuration user manual or contact with our technical engineers.
When after adding of server Router, it needs to add two routing on wireless Router at the
same time. One routing is from WAN data packets to 192.168.3.0/24 computer, the other
routing is from 192.168.3.0/24 LAN computer to W172.16.0.0/16. Following is the
introduction of Router adding configuration. Please add following rules from “routing” of

Router “advance configuration”:
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Please add following rules from “routing”of Router”advance configuration”:

*  Add " Modify
Name |test3 [0-9.3-zA-Z]
Destination IP [192.168.3.0
Mask |255.255.255.0
Gateway 0.0.0.0
Metric |0
Interface br0 v

(Somi)  [Rese)

Picture 4-2-9
192.168.3.0 connects with Router LAN1-4, so interface needs to select br0. This function
is to send data of Router destination IP address 192.168.3.0/24 from outside to br0

interface, to realize send data packet to 192.168.3.0.

D Add @  Modify
Name [t est [0-9.3-zA-Z]
Destination IP [1?2. 16.0.0
Mask [255. 265. 0.0
Gateway [192. 168.2.6
Metric [0
Interface repl v

Picture 4-2-10

This routing function is: data packet sent to wireless Router, if destination IP address is
172.16.0.0/24, it transmit this data packet to PPP1 interface, meanwhile, this data packet
Router IP is 192.168.2.6. So through this routing, wireless Router sends data packet to
PPP1 directly when receiving data packet of destination IP 172.16.0.0/24, then arrive
server 192.168.2.6, then transmit data packet to 172.16.0.0/24 through server’s router, to

finish all routing work of data packets.
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CAIMORE
AREE
b Basic Route
Eal A WAN
& LN | Name  |Destinaoni®  Gateway Netmask  |Metic  nteface  |Edat
s * DDNS [ test3 192.168.3.0 0.0.0.0 255.255.255.0 0 PPRO Edit
L |  KeepAlive ] test 172.16.0.0 192.168.2.6 255.256.0.0 0 ppp1 Edit
I P Advance ] selectALL
2 » Filter . i
o # NATIDMZ © Add ) Modify
¥ ¥ Route Name [0-9.224-2)
doi Destination IP 0.0.0.0
Mask 255. 265. 255. 0
MICHE Gateway 0.0.0.0
o i Metric 0
A IPSECIL2TP Interface popl  ~
b System
A status
R Time Catewsy Flags  Metic  Ref Use nterface  Delete
A User 115.168.44.237 0.0.0.0 255.255.255.255 5 0 0 0 pppRO Delete
# Upgrade 192.168.1.22 115.168.44.237 256.255.255.256 7 0 0 0 PPPO Delete
 Debug 192.168.2.1 0.0.0.0 255.255.255.255 5 0 0 0 ppp1 Delete
P Other 192.168.3.0 0.0.0.0 256.255.255.0 1 0 0 0 PPPO Delete
A DTU 192.168.2.0 192.168.2.1 255.255.255.0 3 0 0 0 ppp1 Delete
2 Active Mode 192.168.1.0 0.0.0.0 256.255.255.0 1 0 0 0 etho Delete
Woss 127.0.0.0 0.0.0.0 255.255.255.0 1 0 0 0 Io Delete
172.16.0.0 192.168.2.6 256.255.0.0 3 0 0 0 ppp1 Delete
M Devices 0.0.0.0 0.0.0.0 0.0.0.0 1 0 0 0 ppp1 Delete
# Other 0.0.0.0 0.0.0.0 0.0.0.0 1 [ 0 0 ppPO Delete
# Reboot

Picture 4-2-11

4.3 VPN Configuration

4.3.1 GRE

GRE is VPN (Virtual Private Network ) third tunnel protocol, that is to adopt Tunnel

technology among protocols.

Ll iukS

‘ English \

b Basic

* WAN
AN

Z WIFI

* DDNS

* KeepAlive
P Advance

* Filter

# NATIDMZ
# Route

b VPN

X pPTP
* IPSEC/L2TP

GRE
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Picture 4-3-1

» Name: itis limited to use characters 0-9.a-z.A-Z, also can’t repeat name.
Remote IP : Remote public network IP
Remote Subnet: format is 192.168.1.0/24

Interface IP address: The appointed virtual interface IP address

YV V V V

Local WAN IP: IP address used to create tunnel, if it is blank, it means to use

WAN IP address
» MTU: the max data packets which can go through tunnel.

4.3.2 PPTP

PPTP, as a layer 2 protocol is to transmit the PPP data frames sealed in IP data package
through IP network, such as the internet. PPTP can also be used as the connection
between special LAN networks. It uses a TCP connection for tunnel maintenance, seals
the data as PPP data frames and then transmits with GRE technology through tunnel. It

can encrypt or compress loaded data sealed in data frames.

. 0 ' PPIP
P Basic
Ll ® WAN Server *
g * LAN Remote Subnet
€ HWIFI Remote Mask
# DDNs User * Password * Protocol MPPE
n !
’ A KeepAlive Any v | [ NoMppe -
= P Advance
-4 v Add Default route
w * Filter
’ NAT/DMZ Other
* Route
» VPN Specify Local IP Specify Peer IP Tunnel Check Interval: s Tunnel Check Times
® GRE | I
olias Otner Parameters
A IPSECIL2TP
P System
A Status Apply
A Time

Picture 4-3-2
> Server IP: Server IP or domain name.
» Remote Subnet, Remote Subnet Mask: Server LAN information

» Username/Password: User name and password connected to server.
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» Protocol: pptp finishes ppp password validation format. There are following

authentication way.
Pap: adopt Pap, username and password use Plaintext Transmit Mode, safety leve
is low.
Chap: adopt Chap
MS-Chap: adopt MS-Chap.
MS-Chap-V2: adopt MS-Chap-V2
Any: Can adopt any one of above mentioned 4 kinds, if there is nospecial situation,
please adopt this one.

»  MPPE: Encryption way, types as following:

NoMppe: Don’t supply MPPE encryption.

Mppe(40/128):  Supply MPPE function, support MPPE40 and MPPEI28
Encryption way

Mppe-StateFul: Supply MPPE stateful Encryption.

» Add default route: If start this function, all data visiting this device will send to
PPTP tunnel. Under this situation, computer host of this device can only visit VPN
network.

» Other parameters : Don’t need to input usually except service requested
special negotiation parameters.

» Specify Local IP /Specify Peer IP: If server allows, this device requests
from server to specify local IP when establish ppp link, if server doesnot
assigns, it fails to establish tunnel.

» Tunnel check interval (second)/Tunnel check times: Once tunnel established,
device can send interval LCP packets to check the link. If checking times fail,

device will disconnect automatically and restart to connect.

» Other parameters: it will be used when need special parameters to establish link.
It doesn’t need to input most time, except services with special negotiation

6,9

parameters. Parameter format is: novj;novjcomp, use “;” to separate parameters.

Tel:+86 592 5901215 51 web:www.caimore.com/emain.asp



‘(01 Xiamen Caimore Communication Technology Co.,Ltd

CAMORE 2 F, 37#, Wanghai Road, Software Park 2, Xiamen,China (361009)

Notice: If start “default route”, all data packet will be sent to VPN server, that means

equipments under Router can’t visit public network. Please revise “keeping

online”parameters according to actual situation. Otherwise, it will off-line

frequently.
4.3.3 IPSEC
¥ IPsec
b Basic
» A WAN Connection Mode Initiative v
#
- *LAN Remote Address i
& o
A WIFI Transport Mode Transport ¥ |
™ DDNS Local Endpoint Type Network-To-Network v
A KeepAlive -
= # Subnet * Nexthop IP IPsec Port IPsec Identity
= P Advance Remots I I I |
& W Filter
Local | [ [ [
P NAT/DMZ
el
# Route Phase 1
P VPN
A GRE Work Mode Main bt
* PPTP I Perfect Forward Secrecy(PFS)
A |PSECIL2TP I™ Debug
b System v Ena.ble_NAT Traversal _ i
# stat Authentication Cipher Hash DHgroup SALifetime : s
A Status
T Pre-shared Key ¥ 3DES ¥ MD5 v || Group2 (modp1024) + ||86400
3 ime
* User Key:
# Upgrade
# Debug Phase 2
b Other DHaroup Group2 (modp1024) v
A D1U Cipher Hash  SALifetime:s
i e 3DES v|[MDs ¥|[86400
# Qos
* Devices Other
A Other
A Reboot DPD Timeout: s
I 1Pcomp

Picture 4-3-4
» Connection Mode:
Initiative Mode: Initiate connection from this side.
Passive Mode: wait for remote side connection
> Remote address: Server IP or domain name (compulsive to input)
» Transport Mode:

Transport Mode: usually used when wireless Router connects server.
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Tunnel Mode: usually used when establishing tunnel between two Routers
Passthrough Mode: allow IPSEC protocol passthrough.
» Local endpoint type:

Network-To-Network: used communication between equipments of Router
Road Warrior: connect to server as mobile clients end.
Subnet: When working mode is Network-To-Network, are network of both sides.
Nexthop IP: When device is in LAN, then this IP is the IP address of devices

pointed Router.

» 1IPsec port: when start L2tp, L2tp monitor port. L2tp default port is 1701.

» IPsec Identity: Identity supplied to opposite side when connection negotiation.
Phase 1 : Phase 1 establish [Psec SA, supply IPSec service for data communication.

» Work Mode: Main and Aggressive mode.

» PFS: Precise transmit secrecy. Avoid when single key leaking to affect whole

communication system

Debug: Enable debug information
Enable NAT Traversal: If this Router doesn’t connect with public network, but

transmit through IP original address, then please use “enable NAT Traversal”

Authentication: Pre-shared Key mode and Certificates X509 mode.
Cipher : DES,3DES,AES and AES128
Hash : SHAI1 and MD5

vV V VYV V

DH group: Groupl . Group2 . Group5 . Groupl4 . Groupl5 . Groupl6 .
Group17 and Group18

» SAlifetime (s): phase negotiation valid time

» Key: when Pre-shared Key, it is shared key.

» Password: when Certificate X509, key of the certificates.
Phase 2: Phase 2 is protected by phase 1, any message didn’t protect by phase 1 SA is

refused. In phase 2, negotiate communication protocol fast, change key and establish
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communication.

» DH group: Groupl . Group2 . Group5 . Groupl4 . Groupl5 . Groupl6 .
Groupl7 and Group18
» Lifetime(S): Phase negotiation valid time.
» Cipher: DES, 3DES, AES and AES128
» Hash: SHAI1 and MD5
Other
» DPD Timeout(s): dpd timeout, default is 120s.

» IPComp: IP Payload Compression Protocol
4.3.4 L2TP Configuration

L2TP (Layer Two Tunneling Protocol, the second layer channel protocol) is one kind
VPDN technology, is used to transmit the send layer data channel, it also called the
second data unit, such as point-to-point protocol (PPP) data unit, encapsulate into IP or
UDP load, to go through switch network (such as internet) successfully, then arrive

destination.
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CAIMORE
ARl
P Basic I IPsec
# n
- H WIFI
™ DDNS oo 2
A KeepAlive Server Address %x
E P Advance Remote Subnet %
3
o * Filter Remote Netmask %
A NATIDMZ User* Password* Protocol MPPE
i | | Any ¥ || NoMppe v
PEVEN Tunnel ID Tunnel Pwd"
#* GRE | |
A PPTP
® IPSECIL2TP Other
/ »:Y:ZZS Specify Local IP Specify Peer IP Tunnel Check Interval: s Tunnel Check Times
* Time I |
* User Other Parameters
* Upgrade %
# Debug
b Other

# DTU
Picture 4-3-5

» Server address: server [P or domain name.

» Remote subnet, remote subnet mask: Subnet information of server side
» Username/Password: LAC account and password
>

Tunnel ID/Tunnel password: LNS account and password.

4.4 System Manage

4.4.1Time Manage

Manage this device real-time clock, support hand-setting and network time

synchronization.
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4.4.1.1Set time by hand:

Time

b Basic
* WAN

: System Time Saturday 2000-01-01 00:38:27 UTC
A LAN

W

* WIFI
 DDNS
W KeepAlive (1 Snip ServerIP 1 Server IP 2 ServerIP 3

& Manually 2001 v|-[01 ~|-[01 ~[[oo oo oo

P Advance time.nist.gov - ntp.fudan.edu.cn 210.72.145.44

English

* Filter

L  NAT/DMZ Zone
# Route

P VPN
 GRE

# IPSECIL2TP

(GMIT+08:00)Beijing, Hong Kong, Perth, Singapore [

b System
X status
* Time
A User

Picture 4-4-1
Select “Manually”, then choose the setting year, month, day, hour, minute and second.

Then click “Apply” to finish set time system directly.

4.4.1.1 Use network time synchronization (SNTP)

Time

P Basic
A WAN

3 System Time Saturday 2000-01-01 00:38:52 UTC
A LAN

W 45 5 3

# WIFI
 DDNS
# KeepAlive g

P Advance |t|me nist.gov i |ntp fudan.edu.cn |21O 7214544

" Manually 2001 v|-[01 ][0t ~|lo0 oo oo
ServerIP 1 Server IP 2 Server IP 3

English

* Filter

A NATIDMZ Zone

& Route
b VPN

* GRE

# IPSEC/L2TP

(GMT+08:00)Beijing, Hong Kong, Perth, Singapore L

P System
 Status
X Time

* User
Picture 4-4-2

Select “Sntp”, pre-setting are 3 international used time server.

Notice: Use SNTP, once start, it will update one time per hour. it needs device can visit

internet, so it is not suitable for private special network.
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4.4.2 Password Manage

Manage the user password of login web, and the user password of telnet and the user

password of series port logging. Once forget, please restore to default setting (reference

appendix 4).
User
W Basic

¥ ¥ Advance Login Usemame caimore
§ ¥ VPN 0Old Password ]
& P System New Password

* status Confirm Password

A Time

[ Submit ] [ Reset ]

* User
# Upgrade
# Debug

English

Picture 4-4-3

User can revise password from here. When revise passport, please input “login
username”’at first, then input “old password”, then input “new password”, then

input “confirm password”, then click “submit” to save new password.

4.4.3 System Status

In the web,It display system current software version, WAN information, VPN
information, DDNS(dynamic domain name status ) after starting DDNS, login status

and information. Read below picture:
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C'AIMORE
AREE
Status
P Bask
LA
14 " Yersion caumore-gatewy 040201201 18 Tiea
- LA
. L 2 Nt Tpe EVDO
P oons Maaue Tpe s
P ¥acpAve Care Stale ready
- R Csq nmn
3 Corna Stalus onding
N ® o
Adive Noow ATO
R Aoz
DONS Drsatyie
P Rouw
b PN wistice P Misk NAC DHCPD
™ GRE wan 10411552390 255355255255 { Ofuse |
s L w21 208,258 2480 H08C4328900€ Yes
R PSECLITF L2 W2 16891 2552552550 Q0ACAIEIODE Yes
S Preats 29515700
N Batvy Aterirrs 288515289
R Tene FPPIE Disable
LR
P Upyade wi
M Debeg 40 Rogon  Chaneel Mose Adnentigon
» Ot CalVorea? Asia ] 81211 50 mied None
*ow
P acev Wode VEN
P Qo2 Tpe  ComnectStabis Locl P Paer P
® Dewces NONE
® Oter
® Redect

Picture 4-4-4
4.4.4 Configuration backup and Software Update

It manage system configuration,it can backup and restore the configuration parameters.
And also can update system software, after updating, configuration parameter restores to

default setting.

Upgrade

¥ Basic
¥ Advance

» Save to Local
P VPN
ik Restore

* ppTP

o | = =
RURSECaTE Configuration File [ AR, .. Submit
P System

-~ Status Image | |[(AE. .. ]| Submit
* Time
* User
# Upgrade
# Debug

5 45 5 3

‘ English ‘

Picture 4-4-5
» Save to local: Backup configuration file to local PC
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> Restore: Restore current configuration to default status
» Configuration file: Transmit saved configuration file to device
» Update Image: Update Image according to manufacturer supplied firmware

Notice: Please don’t power off when update firmware, till “Update successfully”,and to

click “Confirm”, then system update success,and system will restart.

4.4.5System Debug

It enable or disable debug function , and output the debug information( In order to check

debug information clearly and solve problem quickly), system have 7 optional debug

Debug
b Basic
Syslo
® # WAN O sysiog
§ LN ROUTER [0 ptu [ pons [ ppp [ L2t [0 snTP [0 wes
s
Z WIFI
Appl
# DONS
# KeepAlive Jan 1 00:00:17 pppd(817]: sent [LCP ConfReq id=0x1 <asyncmap 0x20a0000> <magic Ox6b4ffbdd> <pcomp> <accomp>] A
= Jan 1 00:00:17 pppd(817]: rcvd [LCP ConfReq id=0x2 <asyncmap 0x0> <auth chap MD5> <magic 0xb37549e2> <pcomp>
2 P Advance <accomp>]
'3  Filter Jan 1 00:00:17 pppd(817]: sent [LCP ConfAck id=0x2 <asyncmap 0x0> <auth chap MD5> <magic 0xb37549e2> <pcomp>
A NATDMZ eaccompy
g Jan 1 00:00:17 pppd(817]: rcvd [LCP ConfAck id=0x1 <asyncmap 0x2020000> <magic Ox6b4ffbdd> <pcomp> <accomp>]
* Route Jan 1 00:00:17 pppd(817]: rcvd [CHAP Challenge id=0x1 <62££36b38762d5981187a89320865ce3651e0ba086bldbad>,
» VPN names=HRet
Jan 1 00:00:17 pppd[817]: sent [CHAP Response id=0x1 <add276b6la2ffa3f648cced55781122e>, name = "card"]
* GRE Jan 1 00:00:18 pppd(817]: rcvd [LCP TermReq id=0x3]
W pPTP Jan 1 00:00:18 pppd[817]: LCP terminated by peer
" Jan 1 00: 8 pppd([817]: sent [LCP TermAck id=0x3]
® IPSECIL2TP Jan 1 00:00:21 pppd[817]: Connection terminated.
b System Jan 1 00:00:22 pppd(8 Modem hangup
- Jan 1 00:00:22 pppd[817]: Exit.
" Status Jan 1 00:00:22 route[759]: wireless dial.......
A Time Jan 1 00:00:22 route[759]: EXEC:AT~PPPCFG="card","card"
At Jan 1 00:00:23 route[759]: atd num $777
) Jan 1 00:00:23 route[759]: ret=11, readbuf="M CONNECTM
™ Upgrade Jan 1 00:00:23 route[759]: dail /bin/pppd linkname wireless lock modem nocrtscts asyncmap 20A0000 escape FF
# Debug kdebug 4 /dev/ttyUSB0 921600 noipdefault defaultroute usepeerdns debug 0.0.0.0:0.0.0.0 user "card"
password "card"
b Other Jan 1 00:00:23 pppd([822]: pppd 2.4.4 started by root, uid 0
* DTU Jan 1 00:00:23 pppd[822]: using channmel 2
2 Jan 1 00:00:23 pppd[822]: Using interface pppd vl
# Active Mode Eondi L g Pep =
A Devices
A Athar

Picture 4-4-6
» ROUTER: Output System basic information, include dial-up information
» DTU: Output Router DTU module debug information
» DDNS: Output Router DDNS debug information.
» PPTP: Output Router PPTP debug information.
» L2TP: Output Router L2TP debug information.
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» SNTP: Output Router SNTP debug information.
» WEB: Output Router WEB debug information.

Select corresponding debug modules and submit, system will restart. After system restart,

click “reflesh”to output and flash system current debug information.

4.5 Other Configuration

4.5.1 Activation Mode

Auto mode
Device enters into auto dial-up status after power on. It is leaving-factory default
setting

Phone mode
Wakeup by phone (the call mobile number is SIM card number inserted on Router).
Under this mode, Router didn’t dial-up after power on , when there is calling phone

in, Router dial-up after checking the ringing.

Active Mode
¥ Basic
B W Advance
! Appl
£ v Mode PHONE v
&
W System
Free:(s) 600

P Other
A DTU
# Active Mode
# Qos
# Devices
A Other
# Reboot

Picture 4-5-1

W Force Offline

English

Free Mode: When haven’t select “force offline”, Free Mode is a period of time value after
wireless Router transmit and receive data packet, if arrives this time value, Router is offline
automatically, release wireless communication link, eliminate communicate flow. For
example, Set Free Mode is 600s, and also select “force offline”, then after wireless Router

online, it transmit or receive data continuously, then after no data receiving or transmitting,
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600s later, Router will be offline automatically and close communication link.

Force offline: When system is online time till “free Mode” timeout, it offline immediately.
Note: If select “free”only, without “force offline”, please confirm ‘“keeping online”rule
whether no data transmit and receive within “Free mode”timeout ,otherwise,if “keeping
online” timer is less “free mode” timer,the device will offline.

SMS Mode

Router implements command after receiving SMS (receiving SMS time is only when

Router hasn’t dial-up to be online).

Active Mode

¥ Basic

B V¥ Advance
M + || Appl
£l v Mode SMS
&
V¥ System
» Other Free:(s) 600
Wakeup Password

® DTU

# Active Mode
# Qos

* Devices

# Other

# Reboot

Picture 4-5-2

W Force Offline

English

» Free time: When haven’t select “force offline”, Free time is a period of time value

after wireless Router transmit and receive data packet, if this time is timeout ,
Router is offline automatically, release wireless communication link, eliminate
communicate flow.
For example, Set Free time is 600s, and also select “force offline”, then after
wireless Router online, it transmit or receive data continue then after no data
receiving or transmitting, 600s later, Router will be offline automatically and close
communication link

» Force offline : When system is online time till “free timeout”, it offline
immediately.

» Wakeup password: Password used to validate command validity

SMS wakeup command format:

SMSPASSWD: password: command: parameter
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Command and parameter:

REBOOT

Function: Restart Router

Command: REBOOT

Parameter: none

Format: SMSPASSWD:xxxxxx(password):REBOOT
CONNECT

Function: Router start dial-up, login

Command: CONNECT

Parameter: none

Format: SMSPASSWD:xxxxxx(Passord):CONNECT
DNA

Function: setup wireless Router main DNS and backup DNS
Command: DNS
Parameter: none

Format

SMSPASSWD:xxxxxx(password):DNS:201.101.103.55:201101.107.55

Tel:+86 592 5901215

Instruction:

set main DNS is 202.101.103.55, backup DNS is 202.101.107.55

DNS

Function: Eliminate DNS

Command: CLEAR

Parameter: none

Format: SMSPASSWD:xxxxxx(password):DNS:CLEAR
ACTMODE

Function: Device revised to be auto activation (default); wireless

Router dial-up automatically after adding power on.
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Tel:+86 592 5901215

Command: AUTO
Parameter: none

Format: SMSPASSWD:xxxxxx(password):ACTMODE:AUTO

Function : Device revised to be phone activation mode. Active
Router to be online by phone

Command: RING

Parameter: none

Format: SMSPASSWD:xxxxxx(password):ACTMODE:RING

Function: Device revised to be SMS activation mode. Active Router
to be online by SMS.

Command: SMS

Parameter: none

Format: SMSPASSWD:xxxxxx(password):ACTMODE:SMS

Function: Device revised to be DATA activation mode. Active Router

to be online by data, when Router receives data, it is activated and be

online.
Command: DATA
Parameter: none

Format: SMSPASSWD:xxxxxx(password):ACTMODE:DATA

Function: Device revised to be MIX activation mode. It is with all

functions of SMS, PHONE and DATA. Once one function is meet,
Router is actived and can be online

Command: MIX

Parameter: none
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Format: SMSPASSWD:xxxxxx(password):ACTMODE:MIX

Note:

1. “”in command is English character.

2. [If select “free”only, without “force offline”, please confirm “keeping online”’rule

whether no data transmit and receive within “Free”’time.

DATA Mode

Device monitors local TCP pre-set port, to be waiting to connect status. When LAN host

computer establishes TCP connection, LAN host computer sends command to control

Router to connect with network.

Active Mode
¥ Basic
H ¥ Advance
£ v || Appl
- [ R Mode DATA
&
¥ System
b Other Port 5002
Wakeup Password eeee

A DTU

A Active Mode
# Qos

* Devices

* Other

* Reboot

English

Picture 4-5-3

After connection, LAN host computer sends following commands to control device to
connect with network. Command format is following:

Function: Device begins to connect network

Command: CONNECT

Parameter: none

Format: SMSPASSWD:xxxxxx(password): CONNECT

Function: Disconnect current network connection.
Command: CLOSE
Parameter: none
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CAIMORE
AREE
Format: SMSPASSWD:xxxxxx(password):CLOSE
Function: Restart Router.
Command: REBOOT
Parameter: none
Format: SMSPASSWD:xxxxxx(password):REBOOT
Notice:

1. Command without case-sensitive (including wakeup password), once device
receives LAN host computer data, it disconnects TCP connection with LAN host
computer immediately, enters into monitor status again.

2. If select “free”only, without “force offline”, please confirm “keeping online’rule

whether no data transmit and receive within “Free”’time.

TIME Mode
Router dial-up to be online or offline according to set timer, supports more rules, once

there is one rule is met, it will be online.

Active Mode

¥ Basic

® ¥ Advance
; TIM Appl
- e e = .
- W System
» Other # Name Start Date Time Stop Date Time. Edit
# pTU I dsaf 0000-01-01 00:00:00 0000-01-01 00:00:00 Edit
g A Active Mode )i ds7 0000-00-00 02:00:00 0000-00-00 07:00:00 Edit
4 # QoS | n Wednesday 00:00:00 Sunday 00:00:00 Edit
I
# Devices [ selectALL
# Other
# Reboot @« Add " Modify
Rule Name [0-9.3ZA-Z]
Method Self Define v
Start Time 2000 ¥|yvear 01 ¥|montn 01 ¥|pay[00 :fo0 :Joo |
Stop Time 2000 ¥ |Year 01 ¥ Month 01 % |Day[00  :[00  :|00

Picture 4-5-4
» Support way:

self define: Set Router online and offline time scope according to customer need

every year: Set Router online and offline time scope of the certain period every year.
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every month: Set Router online and offline time scope of the certain period every month
every week: Set Router online and offline time scope of the certain period every week
every day: Set Router online and offline time scope of the certain period every day
every hour: Set Router online and offline time scope of the certain period every hour

Notice: need to confirm system time whether is correct or not
MIX Mode
With SMS, PHONE and DATA wakeup function. Once one is valid, it can wakeup

Active Mode
¥ Basic
Y ¥ Advance
: v || Appl
£ eown Mode MIX
£
V¥ System
» Other Free:(s) 600
# DTU Wakeup Password eeee
E ¥ Active Mode W Force Offline
o :
s * Qos
 Devices
A Other

A Reboot

Picture 4-5-5

Note:

1. Command without case-sensitive (including wakeup password), once device
receives LAN host computer data, it disconnects TCP connection with LAN host
computer immediately, enters into monitor status again.

2. If select “free”only, without “force offline”, please confirm ‘“keeping online’rule

whether no data transmit and receive within “Free”’time.
4.5.2 Bandwidth Manage

Limit device online bandwidth according to IP address.

QoS

¥ Basic

® ¥ Advance
‘ Appl
- e I Enable
£ < gystem # Name P Upstream:(Kbps) Downstream:(Kbps) Edit
¥ oter [ SelectALL
* DTU & Add " Modify
E  Active Mode Rule Name [0-9.a-7A-Z]
E # Qos P ’ _I
X Devices Upstream Bandwidth:(Kbps)
* Other Downstream Bandwidth:(Kbps)
* Reboot
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Picture 4-5-6

» Name: it is limited to use characters 0-9.a-z.A-Z, also can’t repeat name
IP: Limit IP address scope.

>
» Upstream: Max upstream bandwidth.
>

Downstream: Max downstream bandwidth.

4.5.3 MAC address binding

Realize MAC address binding to the connected devices to avoid ARP cheating attack.

= Connected Devices
P Basic

WA # P MAC

A Lan 0 192.168.9.77 00:E0:4C:00:8B:88
A WIFI

# DDNS

* KeepAlive

@ ‘m
EE

W (5 3

P Advance

»n
Filter

A NATIDMZ

English

Picture 4-5-7
4.5.4 Others

Set WEB visiting port and DNS re-direction

) OTHER
¥ Basic
= ¥ Advance [80—
g < VPN Web Port
£ v system ¥ Advance DNS Service
P Other Apply
# DTU
s # Active Mode
2 b
0 ® QoS
* Devices
 Gthet

# Reboot

Picture 4-5-8
» Web port: revise web port, default is 80. If revised to be 8080, it needs to log in

Router configuration way: http://Router IP:8080
» Advance DNS service: If start and make LAN host computer DNS address points

Router, then all LAN host computer domain name requests of Router are sent to
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device appointed DNS server forcely(please check system status first DNS/standby
DNS).
Note: At the same time, device DHCP service supply LAN network card address whose
DNS is Router to LAN dhep clients.

4.5.5 Timing Restart

Specify device to restart device in the certain period

Reboot the specified time

¥ Basic

| e
% - C:::nce I Enable
£ v gystem # Name Data Time Edir
b Other [ selectALL

#DTU e %
:  Active Mode L = iModiy
E’ # Qos Rule name [0-9.3-7A-Z)

* Devices Method Self Define v

W otisr Time 2000 ¥ |vear 01 ¥ montn 01 ¥|pay00 00 :[00

¥ Reboot

............

Picture 4-5-9
> Support way:

self define: Set Router online time according to customer need

every year: Set Router online time of the certain period every year.
every month: Set Router online time of the certain period every month
every week: Set Router online time of the certain period every week
every day: Set Router online time of the certain period every day

every hour: Set Router online time of the certain period every hour

4.5.6 DTU Function Configuration

Wireless Router series port (COM/LINE port), one is used to configurate Router
parameters or restore to default leaving-factory setting, the other is used to
configurate to data channel to realize DTU data communication function. If use

control port COM/LINE as DTU series port, it needs to enable “DTU”. Following is
Tel:+86 592 5901215 68 web:www.caimore.com/emain.asp



‘(0_, Xiamen Caimore Communication Technology Co.,Ltd

CAIMORE
AilfE

2 F, 37#, Wanghai Road, Software Park 2, Xiamen,China (361009)

explanation of DTU parameter configuration to use COM/LINE port as DTU.

¥ Basic
¥ Advance
¥ VPN
V¥ System
P Other
A DTU
A Active Mode
# Qos
* Devices
A Other
A Reboot

0 4% o 3

English

~ DTU

Center Num

Main Center Address Port
Center 1 Address Port
Center 2 Address Port
Center 3 Address Port
Center 4 Address Port
Mode

Protocol

Baudrate

Databits

Parity

Stopbits

Device ID

SIM Num

Frame Interval:(200ms)
Interval of Keepalive (s)
Times of Reconnect
Interval of Reconnect (s)
™ Register Packet
Keepalive Packet
Keepalive Packet Escape

—

[218.85.95.36

[s888

[218.85.95.36

s888

[218.85.95.36

[s888

[218.85.95.36

[s888

[218.85.95.36
TCP v
CaiMore v
115200 v |
(8 %]
NONE v

1w

Gosesses
[12345678901 |
po

ssss

60
3
0
[—

Use Default v
Yes v

Picture 4-5-10

>
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Center Num: input number according to the number of center server , when there is only
1 center server, please input 1. When there are more center servers, please input the
corresponding number.

Center IP address and port: When there is only 1 center server, please input 1 in “center

num”, at this time, it only needs to configure “Main center IP and port”, input center
server [P and port into corresponding bars, read picture 4-5-10. If center server doesn’t
use fixed IP address, but use domain name, please input domain name into
corresponding IP address bar. Center 1 Address Port ~Center 4 Address Port don’t need
to input

When there are several center servers (main number is more than 1), input
corresponding center server number in “cent num”, at this time, it needs to configurate
“Center 1 Address Port” ~ “Center X Address Port”, X is number of center servers, input
all center server IP address and port to corresponding bars, read picture 4-5-10. If center
server doesn’t use fixed IP address, but use domain name, please input domain name
into corresponding IP address bar. In this time,“Main center IP Address and Port”
doesn’t need to input.
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» Protocol:  device adopted working protocol. Default is Caimore DTU protocol. If
customers need their own protocol, please select CUSTOM option.

» Work Mode: Set transmission mode. There are TCP work mode and UDP work mode.
Default is TCP protocol.

» Baudrate: Setup serial port working Baudrate, scope is 110~230400BPS. Please set
baudrate is the same as user side equipments baudrate. Otherwise, series port can’t
communicate.

» Databits: Set serial port working databits, set value is 7 and 8. Please set databits is the
same as user side equipments databits. Otherwise, series port can’t communicate.

» Parity: Set serial port parity, set values are NONE, ODD or EVEN. Please set parity is
the same as user side equipments parity. Otherwise, series port can’t communicate.

» Stopbits: Set serial port stopbits, set values are 1 or 2. Please set stopbits is the same as
user side equipment stopbits. Otherwise, series port can’t communicate.

» Device ID: setup ID for DTU, supply center server to differentiate DTU. ID is fixed to
be 8 numbers. If it is not full of 8 numbers, please add 0 in front to make it full of 8
numbers.

» SIM Num: set mobile number which uses SIM card, the fixed is 11 numbers. This
parameter doesn’t change SIM card mobile number, but a kind of way for center
server to differentiate connected devices.

» Frame interval: Default is 200ms.

Data that DTU receive packet rules as following:

1. When serial port receives data whose length is more than appointed
buffer 2048 bytes, DTU will packet the receiving data and send to
center server.

2.  Within the configured “frame interval” time, DTU equipment hasn’t
received any serial port data, DTU will packet the received data and
send to center server.

Notice: “Frame interval” time set too small, it can result one data packet to be separated

into more data packets. If set too large, it can result two or more data packet to be packed
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into one data packet and send to center server together. If adopt our default value, one
packet will be separated into more or more packets will be packed into one. If customer
can’t calculate the suitable value, please contact our technical support engineer.

> Times of reconnect: Times of DTU to connect with center server, default is 3. If trial
times is more than configured “times of reconnect”, Router will auto power down and
after a moment power on again, and dial-up,reconnect center server till connect server
successfully.

» Interval of reconnect: Interval time of wireless Router to reconnect with center server,
unit is second. When DTU connects with center server fails, if reconnect time is less
than configured times, it will reconnect center server within the appointed time.

» Interval of keepalive: Interval time of keepalive data sent timely to maintain link. Unit
is second. Default is 60s. Interval of keepalive time can’t set too small, if so, it will
cause flow increasing. It also can’t be too large, if so, device can be detected after long
time offline. Suggested value is 10S<X<120S

» Self register packet: ~When DTU establish connection with center server, DTU will
send registration information to center, if registration packet needs specific definition

» Keepalive packet define: After DTU connect with wireless network, if there is no data
transmit
within a certain time, wireless network will disconnect with DTU automatically. In
order to
keep DTU connection with wireless network, it will send packet to data center from
time to

time. o

Option: None Function introduction: don’t send packet
Option: Use Default Function introduction: use default OxFE

Option : Self Define Function introduction: Customer define their

own packet according to actual situation
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Chapter 5 FAQ

5.1 Frequent on/off line

® Please enter system status to check network signal situation, to confirm whether
network signal is too weak. please check antenna whether connect correctly.

® Please check corresponding parameters of keeping-online, whether rules are
meet.

® [f keeping-online destination IP uses domain name, please log in Router
command terminal (appendix 1) to confirm whether decode domain name and

visiting destination address normally.
5.2 Forgot password

® Please restore to default setting, reference appendix 4.
5.3 LAN indicator is off

® Please check network cable whether connect with Router closely.
® [f Router connects with PC directly, please change cross network cable.

® lease connect Router with switch to check network link is normal or not.
5.4 Can’t dial-up to be online

® Please check WAN configuration information whether the same as information

ISP supplied.
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® Check signal by system status, if signal is weak, please check antenna whether
connect correctly.
Please check whether this place covered by network or not.

® Please check signal and card situation from system status, if card situation is

wrong, please re-insert or change new card.
5.5 Dial-up to be online, but can’t visit website

Please check device Router whether points Router.
DNS is whether the same as Router, if not, please revise(reference Appendix 6)
If has input DNS information, please check whether are correct.

If input DNS correct, please clear (use obtain DNS automatically), after dial-up

successfully, please input according to system status supplied DNS.

Appendix . Login Router by Telnet

1.Click window “‘start”->"run”,input:cmd<enter>

Run @@

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | cmd v

[ OK ][ Cancel ][ Browse... ]

Picture al-1

2.Input telnet IP address:telnet 192.168.9.1 (Router IP) <enter>
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¢ Command Prompt

Microsoft Windows XP [Uersion 5.1.26001]
(C> Copyright 1985-208081 Microsoft Corp.

C:\Documents and Settings\Administrator>telnet 192.168.9.1

Picture al-2
3. Login
; cv Telnet 192.168.9.1

localhost login: _

Picture al-3

4.Input username and password
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Blocalhost login: caimore

Picture al-4

5. It means login successfully when appear “#”,enter shell command.

Appendix 2 Login Router by hypertrm

1.Click “start”->“run” ,input:hypertrm <enter>
Run @ gﬂ

> Type the name of a program, folder, document, or
: Internet resource, and Windows will open it for you.

Open: | hypertrm| v

[ QK ][ Cancel ][ Browse...

Picture a2-1

2.Input name:1
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[ oK ][ Cancel ]

Picture a2-2

3. Select serial port which PC connected with Router COM/LINE:

Connect To @

Enter details for the phone number that you want to dial:

Country/region;  -Hina (2

Area code; 0592 |
e —

|

Phone number: ‘ ’

Copnect using: | EETXFNNING_—_— |

[ 0K I[ Cancel ]

Picture a2-3
4.Set serial port parameter:57600,8N1 and None flow control
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| COM2 Properties @

Port Settings ]
Bits per second: ’5?800 V]
Data bits: ‘8 v‘
Parity: ’None v}
Stop bits: | 1 v}
Flow controf | (TS |
[ Restore Defaults ]
I oK I [ Cancel ] [ Apply ]

Picture a2-4

5.After confirmation,input <enter>,below will display

localhost login:

Connected 0:01:13 Auto detect 57600 8-N-1 SCROL CARS O NUM

Picture a2-5

6.Input username and password,enter shell.
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localhost login: caimore
Password: _

Connected 0:01:55 Auto detect 57600 8-N-1 - MNUM

Picture a2-6

Appendix 3 Obtain debug information from syslog

server

1.Run winSyslog,click “start logging”.

3 Internctive Syslog Server

File View Skins MNelp

Start Logging [T Wiite Loglile [] Resolve Host names

i s - oo o o .......4_]

Interactive Syslog Server is Ready- Freeware Mode

Picture a3-1
2.If your server access public network by ADSL ROUTER, please make Port mapping on
your ADSL ROUTER, to Port mapping external UDP 514 port to your server 514 port.
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QO Interactive Syslog Server @@@

file View Skins Help
Stop Logorg [C] Wiite Logfle [} Rescéve Host names
Tiene Faclty  Prcety Source RealSouce Logoad Meassage

3 SYSLOG | INFO 2 ( | Dec 27 1833 27 locahot

2| 20031223084332[SYSLOG [INFD 114,247,10.154 Dec 27 1833 25 kocaho:

1] 200312230843 32|SYSLOG [INFO | 114247.10154] [Dec 27 1833 24 ocalho)

l Save Al ] l Save Selection J [ Clox AR J Windows Tianepencst. o

Irtetactive Syslog Server is Ready Freewase Mode Rureng on Port: 514

Picture a3-2

Appendix 4 Restore default setting through boot bios

software

1.Connects Router Console port with PC serial port directly through the serial
line(Picture a4-1).Read below Picture a4-2:

Picture a4-1 Serial line

Picture a4-2 Console port
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Q
e
2

Picture a4-3

2.Click “start”->“run” ,input:hypertrm <enter>
Run 2X)

= Type the name of a program, folder, document, or

~ Internet resource, and Windows will open it For you.

[ 1
Open: | hypertrm| v |

[ OK H Cancel ][ Browse. .. ]

Picture a4-4

3.Input name:1
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[ oK ][ Cancel ]

Picture a4-5
4.Select serial port which PC connected with Router COM/LINE:

Connect To @

Enter details for the phone number that you want to dial:

County/region;  -Hina (2

&rea code; 0592 |

i

Phone number: ‘ ’

Connect using: | ETYZANNEG_—_——

[ 0K I[ Cancel ]

Picture a4-6
5.Set serial port parameter:57600,8N1 and None flow control
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| COM2 Properties @

Port Settings 1
Bits per second: ’5?800 V]
Data bits: ’8 v‘
Parity: ’None V}
Stop bits: | 1 v}
Flow controt: | SIS - |
[ Restore Defaults ]
I oK I [ Cancel ] [ Apply ]

Picture a4-7

5.After confirmation,input <enter>,below will display

6. After confirmation,input <Ctrl+c>,and power on wireless router,below will

display“<INTERRUPT>”,input*“run restore”,and <enter>

Tel:+86 592 5901215 82 web:www.caimore.com/emain.asp



‘, y Xiamen Caimore Communication Technology Co.,Ltd
2 F, 37#, Wanghai Road, Software Park 2, Xiamen,China (361009)

01> <INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
<INTERRUPT>
run restore

VVVVVVVVVVVVVVYVYVYVYV

Picture a4-8
The router will start restore default setting(Notice:do not power down router,otherwise

the router will damaged !):

> <INTERRUPT>

> <INTERRUPT>

> run restore

Erasing sector 96 ... ok.
Erasing sector 97 ... ok.
Erasing sector 98 ... ok.
Erasing sector 99 ... ok.
Erasing sector 100 ... ok.
Erasing sector 101 ... ok.
Erasing sector 102 ... ok.
Erasing sector 103 ... ok.
Erasing sector 104 ... ok.
Erasing sector 105 ... ok.
Erasing sector 106 ... ok.
Erasing sector 107 ... ok.
Erasing sector 108 ... ok.
Erasing sector 109 ... ok.
Erasing sector 110 ... ok.
Erasing sector 111 ... ok.
Done

Erased 16 sectors

Copy to Flash...

WY _

Picture a4-9

After a few seconds,it prompts*“done upgrade success”, power on router , restore is done.
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DE »3 DB

> run restore

Erasing sector 96 ... ok.
Erasing sector 97 ... ok.
Erasing sector 98 ... ok.
Erasing sector 99 ... ok.
Erasing sector 1060 ... ok.
Erasing sector 101 ... ok.
Erasing sector 102 ... ok.
Erasing sector 103 ... ok.
Erasing sector 104 ... ok.
Erasing sector 105 ... ok.
Erasing sector 106 ... ok.
Erasing sector 107 ... ok.
Erasing sector 108 ... ok.
Erasing sector 109 ... ok.
Erasing sector 110 ... ok.
Erasing sector 111 ... ok.
Done

Erased 16 sectors

Copy to Flash... |
WU R W R W

done upgrade success

>

Appendix 5. Wireless network basic information(ln

Picture a4-7

China)
GPRS *QOFHEH cmnet(mobile) | blank blank
uninet(netcom)
EDGE *QOFEE]H# cmnet blank blank
TD-SCDMA *O8* 1# cmnet blank blank
CDMA #777 blank card card
EV-DO #777 blank card card
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WCDMA *Q0# 3gnet blank blank

Note: above supplied center number and access point information are only for reference
in china, if there is difference with ISP supplied information, please use ISP supplied
information. Usually it is ok to use our default setting parameter, it needs to revise when

use APN/VPDN special network.
Appendix 6 Obtained DNS setting according to Router

Please enter Router system status to check DNS:

Status
# Basic
L]
* Version camore-gXleway- 3050-20120198v108a1
- N LA
- LA ] Net Type EVDO
M DONS Noduk Type HE30
P Keapline Card Status Ty
S p scane Coa 2209
& ® Fiies Connect Stakes aniee
Actve Mode ALTO
R pAaTONG
ooNS Disatie
R Roue
b PN nledface P Nask ‘MAC DHCPD
® GRE wan 110.91.67.141 255255255 255 | Ofine |
L Lani 19214831 282652950 0004328 8047 Yes
R PEECAZTP Lan2 192168491 2552552550 DOC 43268047 Yes
¥ Spatem
Preara 21085157 ¢
LT ARerans 2138515299
® Time PPPoE Disadtie
R User
R Upprade wa
P Dutug ssi0 Region  Chasnel Mode Auhentcaion
» Other CaiMoredP Asia L 802 11 B\S mised Nosa
®otu
R active Mode veN
N Gos Type Connect Status Lock P Peer P
R Deaces NONE
R Cthar
® Rataot

Picture a6-1

Click “start”->“control panel”,click “network connect”,read picture below:
b b
Qrrice Nectwork

@ Change Windows
Firewall settings

LAN or High-Speed Internet

A Local Area Connection
Connected, Firewalled

See Also LA VMware Accelerated AMD PCN...

Picture a6-2

Click “local connection”, select “properties (R)”, select “Internet protocol (TCP/IP)”,
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click “properties (R)”, then following configuration window will display, revise DNS

according to Router system status supplied, after revising, click “OK”.

Internet Protocol (TCP/IP) Properties @

General ‘

You can get IP settings assighed automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

() Obtain an IP address automatically
(3) Use the following IP address:

IP address: | 192.168. 9 . 3 |
Subnet mask: | 255.255.255. O
Default gateway: [ 192 .168. 9 . 1 \

| Input DNS according
to system status

(3) Use the following DNS server addresses: ] sinnlias
Preferred DNS server: I721787*78_57 1;?’7'1

Altemate DNS server: | 218. 85 .152. 99 |

I 0K I[ Cancel ]

Picture a6-3

Input DNS according to system status supplies.Done.
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